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DISCLAIMER 

 

The views expressed in this executive summary do not represent any official position of the EUIPO. This 

discussion paper is a compilation of contributions from members of the Observatory Impact of 

Technology Expert Group and guest experts from the private sector, academia, the EUIPO’s Digital 

Transformation Department (DTD) and the Observatory who participated in the various meetings and 

workshops of the expert group. Members of the expert group who did not attend the workshops have 

subsequently been given the opportunity to contribute. The views expressed in this discussion paper 

cannot be attributed to the expert group, nor to any single contributing expert. 
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EXECUTIVE SUMMARY 
 

The EUIPO, through the European Observatory on Infringements of Intellectual Property Rights 

(Observatory), develops tools and promotes best practices to enhance the protection of intellectual 

property (IP), which is a critical asset for companies and individuals. Emerging and disruptive technologies 

have, especially over the last 30 years and with accelerated speed in the last decade, become increasingly 

important in IP protection, as tools used both to infringe and to enforce IP. 

 

To strengthen the Observatory’s work on emerging and disruptive technologies, an Impact of Technology 

Expert Group was established in 2019 to: 

 

• support the Observatory’s work involving technological issues; 

• identify new technologies with the potential to impact IP protection, infringement and 

enforcement; 

• define possible use cases and carry out studies or launch initiatives to better understand these 

impacts; 

• raise stakeholders’ knowledge about technological developments with the potential to impact IP 

protection, infringement and enforcement. 

 

The second task has been named ‘IP Infringement and Enforcement Tech Watch’. At the first meeting of 

the expert group in April 2019, a methodology on which to base the Tech Watch was developed, while in 

the expert group’s first Tech Watch workshop, held in January 2020, the methodology was used to analyse 

six different technologies. In the second workshop, two additional technologies were analysed as well as 

a type of high-tech investigative tool. 

 

During the first workshop, the methodology evolved into ‘The Intellectual Property Tech Chain’. The 

methodology distinguishes four steps in the application of a new technology: 

 

• exploration: exploring the technology to ascertain whether it could be applied to protect, infringe 

or enforce IP; 

• conversion: converting the technology to enable it to achieve the identified goal; 

• weaponisation: finalising the development of the application; 

• monetisation: using the application to protect, infringe or enforce IP. 

 

The methodology builds on the idea that, to understand the impact of a new technology, it is not only the 

technology itself that is important but also the market situation relevant to the technology, its social 

significance, and related legal issues. Additionally, the methodology takes into consideration that all 

emerging and disruptive technologies have the potential to be used in ways that are beneficial to IP but 

are also used as tools for IP infringement. 
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 Simplified version of ‘The Intellectual Property Tech Chain’ 

 

At the first Tech Watch workshop held in January 2020 the expert group, together with guest experts, 

discussed the six technologies (Blockchain, Artificial Intelligence, Robotics, 3D Printing, Nanotech and 

Spatial Computing) as regards the following issues: 

 

• key features of the technologies; 

• identification of essential information resources; 

• impact of the technologies on society, the economy, and world trade; 

• IP protection use cases; 

• threats and challenges for IP; 

• investigative and enforcement opportunities. 

 

The first edition of this discussion paper was published in September 2020 and closely reflected the 

discussions in the first Tech Watch workshop, 

 

Based on the first workshop and the work preparing the discussion paper, it was decided that the quality 

of analysis of additional technologies would benefit from more in-depth interaction with experts outside 

the expert group itself, including those not inherently familiar with IP matters. This would add more insight 

into the technologies themselves as well as business and societal perspectives. 

 

After a catch-up video meeting held in November 2020, the expert group decided to focus on analysing 

areas related to Internet of Things (IOT) and Quantum Computing. 

 

In the second Tech Watch workshop held as a video conference in May 2021 the expert group and 

specially invited experts discussed two technologies (Internet of Things (IOT) and 5G/6G Mobile 

Networking).  

 

This was followed by the third Tech Watch workshop, held as a video conference in November 2021, at 

which the expert group and specially invited experts discussed the latest developments in blockchain 

technology (especially Non-Fungible Tokens (NFTs) and Cryptocurrency Investigative Forensic Tools). 
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In March 2022, the first Deep Dive Report based on the expert group’s work was published. The report 

took a fresh and highly original look at the impact of artificial intelligence (AI), in its broadest sense, on the 

infringement and enforcement of copyright and designs, through two storylines featuring the production 

and sales of goods and the distribution of digital content. 

 

The fourth Tech Watch workshop was hosted by the Niels Bohr Institute in Copenhagen, Denmark, over 

2 days in April 2022, and focused on a single technology (Quantum Computing). 

 

 Emerging technologies analysed in this discussion paper 

 

Based on the discussions at the latest three Tech Watch workshops, it was decided to update the 2020 

discussion paper.  

 

As a consequence of the increasing focus on environmental protection, sustainable development and the 

need to address the challenges of climate change, this discussion paper has added a number of 

considerations on what impact technologies have on these issues. It also looks at how IP infringement can 

pose a threat to the green transition and how IP protection and enforcement can positively contribute to 

the green agenda.    
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From the discussions at the four Tech Watch workshops and other fruitful interactions with the expert 

group since 2019, the following 13 significant horizontal points can be identified: 

 

1. The nine technologies are all rapidly evolving and have not yet reached their full potential, not 

least in relation to their impact on IP. 

2. All nine technologies will, in varying degrees and forms, have a significant impact on labour, the 

economy and world trade. However, it seems that the most significant impact occurs when the 

technologies successfully interact with each other. 

3. The technologies all have essential roles to play in reaching the global sustainable development 

goals, such as securing good health, industrial innovation, well-functioning infrastructure, 

reduced inequalities, and justice. all of which are essential for the fundamental role of IP for 

sustainable development. 

4. With the growing importance of the protection of biodiversity, countering desertification and 

fighting or mitigating climate change, the technologies’ role must be increasingly scrutinised for 

their positive as well as potentially negative environmental impact. 

5. Predictions about the application of the technologies range from potential significant 

improvements in humanity’s living conditions (e.g., better-quality products and services) to major 

threats and dystopian visions (e.g., increased inequality, unemployment, mass surveillance or 

collapse of the international financial sector). 

6. A key characteristic of all the technologies is the potential to automate processes, including in 

the production and marketing of goods and the setting-up and administration of governmental 

and commercial activity, almost all of which have a significant impact on IP. 

7. All the technologies raise questions about the protectability of innovation and creativity related to 

the technologies themselves: for example, the protectability of innovations involving artificial 

intelligence applications; of innovations and creations made by autonomous, artificial intelligent 

or quantum computing-based systems; of files used as a basis for 3D printing; of the datasets 

that are vital to all the technologies and their application; and the increasing importance of 

protection of trade secrets. 

8. Some of the technologies can make IP protection more effective and provide higher-quality 

registration, monetisation/exploitation and documentation systems. 

9. All the technologies – often in combination – can be applied by IP infringers to either make future 

production, marketing and distribution of counterfeits more effective (e.g., cheaper production by 

using robots, use of local 3D printing facilities for production purposes avoiding custom checks, 

and more appealing presentation of products using augmented reality). However, they can also 

be used in new, IP-infringing ways (e.g., cybersquatting in decentralised domain name systems 

and copyright infringement in virtual applications) and in IP-related cyber fraud or cyberattacks 

(e.g., trade mark registration invoice fraud, cybersquatting, phishing attacks supported by 

deepfakes, or theft of trade secrets). 

10. Consumers and internet users can easily be deceived by criminals misusing new and emerging 

technologies through a variety of scams and deceptive practices, including greenwashing and 

other practices with negative IP implications. 

11. Most of the technologies can be used as tools for IP enforcement: for example, to protect supply 

chain integrity; facilitate product individualisation and identification of counterfeits; improve 

investigations by law enforcement; improve customs risk analysis; and make notice and takedown 

procedures more effective. 

12. A characteristic of all the technologies is that they represent new evidential opportunities and 

challenges for legal systems due to their complexity and the enormous amount of generated data, 

but also the reliability of the information (e.g., the probabilistic nature of artificial intelligence and 

quantum systems, the increasing number of distinct blockchain applications, and the potential 

pollution and manipulation of large datasets), not least in IP infringement and IP crime cases. 
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13. Overall observation: all the technologies have already shown themselves to be important 

emerging and disruptive technologies impacting businesses, the economy, the environment, 

government administration and the daily lives of many people, and pose potential challenges 

and/or opportunities for IP. 

 

The work of the Impact of Technology Expert Group will continue and, in the future, it will analyse more 

important and emerging technologies, including the metaverse, big data, open-source intelligence 

(OSINT), climate change mitigating technologies, nuclear analytical techniques to counter criminal 

infiltration into the legitimate supply chain and new developments in cybersecurity. 
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