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EXECUTIVE SUMMARY 
 
 
Background 
 
The growing  e-commerce sector has generated enormous opportunities for the global economy, and has 
revolutionised the ways businesses market and sell and consumers purchase goods. As businesses have 
increasingly taken advantage of the opportunities offered by the internet and e-commerce, online 
intellectual property (IP) infringement has similarly evolved. Specifically, online IP infringers have used the 
borderless nature of the internet to take advantage of the jurisdictional boundaries that divide competences 
and mandates between law enforcement agencies and public authorities responsible for combating online 
IP infringement. In addition, constant innovation in technology fosters mobility, making it more difficult to 
track down electronic evidence of online IP infringement, as well as the infringers themselves. Darknet 
hidden services are becoming more attractive for criminals, including online IP criminals, further 
complicating the process of identifying suspects and collecting evidence. 
 
Combating online IP infringement therefore increasingly requires cooperation and an exchange of 
expertise and information among organisations, regulators and agencies.  
 
The 2018 EUIPO report Study on Legislative Measures Related to Online IPR Infringements (1) assessed 
whether and to what extent the current EU Member States’ legal framework provides rights holders or 
enforcement authorities with legislative measures that can be applied to prevent or combat IPR 
infringement in the online environment. The present Study focuses on the legal measures applicable to 
online IP infringement through mutual legal assistance (MLA) and international judicial cooperation in civil, 
criminal and administrative cases. 
 
In general, IP-infringing conduct violates 
civil IP laws. However, if the infringing 
conduct is serious enough, then such 
conduct may also violate criminal IP laws. 
According to Article 61 of the Agreement on 
Trade-Related Aspects of Intellectual 
Property Rights (TRIPS), copyright 
infringement and trade mark counterfeiting 
that constitutes a civil violation may also 
constitute a criminal offence where such 
infringement is both wilful and on a 
commercial scale. Other IP infringement 
cases can fall somewhere in between and 
are resolved at the administrative level, 
such as wilful copyright piracy, trade mark 
counterfeiting not on a commercial scale, or 
non-wilful infringement that does occur on 
a commercial scale. Copyright and related 
crimes perpetrated online can also fall under the larger scope of cybercrime as defined in the Budapest 
Convention on Cybercrime. 
 
In this context, this Study shows how international cooperation through the use of more efficient procedures 
and legal measures can be key to successfully combating online IP infringement. 
 

 

(1) EUIPO. (2018). Study on legislative measures related to online IPR infringements. 
https://op.europa.eu/en/publication-detail/-/publication/4d2fb2c5-bc7f-11e8-99ee-01aa75ed71a1. 
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Methodology 
 
The purpose of this Study is to identify legal measures related to international judicial cooperation in cases 
of online IP infringement, and to understand the potential benefits and shortcomings in the implementation 
and application of such measures. The Study encompasses criminal as well as civil (and, if relevant, 
administrative) cooperation measures. The primary focus is copyright and trade mark infringements, 
although the Study also addresses infringement of other IP rights online (e.g. trade secrets, patents, 
industrial designs and geographical indications) . 
 
The Study is meant to serve as a practical tool. Therefore, existing cooperation measures at the 
international level both within and outside the EU are presented across the following four main areas: 
 

 
 
The data collection encompassed a variety of tools: a desk review study, interviews and focus group 
discussions, and case analysis. At the start of the project, the EUIPO contacted a group of 13 experts 
participating in the EUIPO Legal Expert Group to be part of an ad hoc Expert Group supporting the 
research. They were identified based on their knowledge and experience of the issue of (online) IP 
infringement and international judicial cooperation in selected EU Member States and third countries. The 
ad hoc Expert Group was invited to review and comment on the methodology of the project and support 
the research, including by participating in expert group discussions, online interviews and, wherever 
possible, providing case examples. Apart from the ad hoc Expert Group, additional individual experts were 
also contacted by UNICRI to take part in the interviews and provide case examples. Overall, 10 case 
examples were collected and analysed. 
 
Finally, two mock cases involving multiple jurisdictions (the first on counterfeit medicines marketed online 
and the second related to Internet Protocol Television (IPTV) piracy) were developed to demonstrate the 
complexities of international cooperation in online IP infringement cases and guide the analysis of the legal 
tools and measures (civil, criminal and administrative) available to combat online IP infringement. The two 
mock cases were built on the basis of current common illegal practices, but do not refer to any existing 
cases. 
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Key findings 
 
According to the experts interviewed, two of the most efficient forms of international cooperation are 
(1) informal cooperation between investigators and prosecutors from different countries and (2) voluntary 
cooperation by internet intermediaries (e.g. service providers) in third countries that choose to cooperate 
directly with an investigator or prosecutor in another country. 
 
The Study reviews how current tools and networks – such as the G7 24/7 Cybercrime Network and the 
European Intellectual Property Prosecutors’ Network (EIPPN) – can be used to facilitate informal and 
voluntary cooperation and combat online IP infringement. 
 
When neither informal nor voluntary cooperation is available, then the next most efficient step is to do as 
much as possible with (or within) a single jurisdiction. When an online IP infringement case (civil or criminal) 
cannot proceed in a single jurisdiction, then formal international judicial cooperation will be necessary. 
 

 
 
Expeditious international judicial cooperation in civil online IP infringement cases and MLA in criminal 
online IP infringement cases are of utmost importance. 
 
International cooperation in civil matters focuses on typical cross-border issues, including determining 
(international) jurisdiction and rules concerning recognition and enforcement of foreign judgments (for civil 
and commercial matters); as well as international legal assistance issues, including serving documents in 
and obtaining evidence from other states. Such cooperation also covers other topics, such as claims-
related cooperation (e.g. European Enforcement order for uncontested claims; European order for 
payment, European small claims procedure); alternative dispute resolution (e.g. mediation in civil and 
commercial matters); or cross-border freezing of bank accounts. 
 
A number of measures to combat online IP infringement are the object of a judicial cooperation request: 

• service of documents 

• injunctions 

• civil seizure of domain names 

• civil seizure of infringing items or instrumentalities 

• seizure of illicit proceeds. 

Voluntary 
collaboration

• Voluntary collaboration/cooperation practices have been developed by industry, public bodies and/or 
third parties (such as NGOs) which are then adhered to by the respective industry in addressing 
certain IP infringements over the internet. Such practices allow national authorities to collect certain 
types of information or request protective measures from national or international actors (especially 
service providers or counterpart authorities) in a quick and easy way.

Single 
jurisdiction

• The national authority seeks to collect the necessary evidence and build the case based on the 
information available within its own jurisdiction without resorting to cooperation with third parties or 
other countries.

International 
judicial

cooperation

• In the great majority of online IP infrigement cases more jurisdictions are involved and international 
judicial cooperation is therefore required.
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Regarding MLA in criminal matters, states frequently seek assistance to serve judicial documents, to 
extradite investigative targets and to gather evidence for use in investigating and prosecuting criminal 
cases. The following types of formal requests for MLA in criminal matters are used: 
 

• service of judicial documents 

• obtaining copies of judicial/criminal records 

• obtaining depositions of suspects, witnesses or experts 

• obtaining and seizing electronic evidence 

• requesting interception of telecommunications 

• obtaining information from a financial institution 

• obtaining telephone data 

• requesting a search and seizure 

• requesting cross-border observation 

• requesting a controlled delivery 

• requesting a joint investigation team (JIT) 

• requesting a parallel investigation 

• requesting a covert operation 

• seizure of criminal assets 

• confiscating proceeds of a crime 

• extraditing prisoners 

• transferring proceedings. 
 

Overall, the Study found that a great variety and number of tools are available in the EU and at the 
international level to facilitate international cooperation, including legal instruments, but also informal 

networks, portals and platforms. 
 
Some tools have been in 
existence for many years (such as 
the two Hague Conventions of 
1965 and 1970, or the MLA 
Convention of 2000), while others 
are relatively new (such as 
Regulation (EU) 2018/1805 on the 
mutual recognition of freezing 
orders and confiscation orders). 
Some tools are limited to a very 
specific IP area (e.g. the 
MEDICIRIME Convention, the 
WHO Protocol to Eliminate Illicit 
Trade in Tobacco Products or the 
UNTOC), or are still little known 
or used (e.g. the European 
Convention on Information on 

Foreign Law (ETS No 62)); therefore, their effective application in online IP infringement cases is still being 
developed. 
 
A number of existing legal measures have the specific purpose of establishing, strengthening and 
harmonising the protection and enforcement of IP. However, the relevant provisions do not, for the most 
part, specifically address how to prevent or to combat online IP infringement. Such legal measures often 
merely envisage minimum requirements, thereby leaving room for individual countries to adopt specific 
national measures. Moreover, existing legal measures sometimes focus on a specific area of illegality 
(e.g. the Medicrime Convention), while others focus on online violations more generally (e.g. the 
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Cybercrime Convention). In addition, many mutual legal assistance procedures were designed at a time 
before the internet, when the number of requests was a fraction of today’s volume of requests, and they 
did not face the evanescent nature of electronic evidence. 
 
One concern frequently expressed by experts relates to delays in execution, or refusal of legal 
assistance requests for inconsistent reasons. Sometimes these are the result of a lack of precision in 
the requests or a lack of clarity regarding the connection between the facts set forth in the request and 
the assistance being requested; at other times they result from poor translation quality. One expert also 
indicated that cultural differences may play a role in some instances. Limited human resources in 
competent judicial authorities may also affect international cooperation, according to the experts 
consulted. In some countries, prosecutors have the authority to select cases for prosecution to save 
resources, and experts from some countries noted that they may refrain from pursuing cases requiring 
formal international cooperation, as they can be lengthier and more complex. Inadequate technical 
means (e.g. video conferencing equipment) and language barriers were also mentioned. 
 
At international level, there are efforts already underway to improve the formal mutual legal assistance 
process to avoid delays in obtaining electronic information critical to investigating online IP infringement. 
For example, in March 2018, the United States of America enacted the Clarifying Lawful Overseas Use of 
Data (CLOUD) Act, which authorises bilateral agreements between the US and trusted foreign partners 
that will allow law enforcement agencies armed with appropriate court authorisation to go directly to tech 
companies based in the other country to access electronic data, rather than go through the more time-
consuming MLAT process. Although the EU Council adopted a mandate authorising the EU Commission 
to negotiate a CLOUD Act agreement with the US in September 2019, as of the date of this Study, a 
bilateral agreement between the US and the EU pursuant to the CLOUD Act has not yet been reached. 
 
Within the EU, recently developed instruments have greatly contributed to simplifying and speeding up 
the process for receiving information and evidence in response to formal mutual legal assistance 
requests in criminal cases (such as the European Investigation Order and the European Arrest Warrant). 
As far as international cooperation in civil IP cases is concerned, the EU has legal tools available for 
obtaining evidence (e.g. Regulation (EC) No 1206/2001), for serving papers and judicial documents (e.g. 
Regulation (EC) No 1393/2007), and recognising foreign decisions (e.g. the Brussels I Regulation) that are 
widely and efficiently applied, However, limited use is made of other available EU tools, such as Regulation 
(EU) No 655/2014 establishing a European Account Preservation Order procedure to facilitate cross-
border debt recovery in this context. 
 
Finally, the existence of numerous dedicated practitioners’ networks is widely recognised as extremely 
important in fostering international formal and informal cooperation by allowing direct contact, sharing of 
expertise and swift exchange of information. However, networks are generally regional, with disparities 
among regions, and they do not necessarily cover all areas (civil, administrative, criminal), nor do they 
necessarily take into account the specificities of the internet.  
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