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IP Infringement

In this booklet you will find main studies and reports related
to IP Awareness, IP Contribution and IP Infringement as
well as other publications undertaken by the Observatory.
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IP Awareness
Europeans and IP
The awareness, behaviour and perception studies undertaken
by the Observatory, with the support of specialised market
research institutes, help to identify trends in the way EU citizens
perceive IP and the degree to which they respect it. They serve as
a public opinion monitoring tool at EU and national level and are
considered essential for supporting the design of accurate and
effective awareness-raising initiatives to preserve the integrity
of and respect for IP. These studies include a specific focus on
young people and small businesses to determine their general
knowledge and perception of IP as well as their awareness
of its value of and the damages caused by its infringement.
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Intellectual Property SME
Scoreboard. October 2019
Second edition of the SME scoreboard to provide some insight into why
SMEs do or do not register IPRs and what IPR-related problems they
encounter. The goal of the study is to gain a better understanding of
how EU SMEs perceive and use IPRs.
Using data from Eurostat, the EUIPO designed a representative and
stratified sample of SMEs from across the 28 EU Member States.
This sample was designed to have an oversampling of SMEs with IPRs
compared with the general population (roughly 50 % IPR owners) so
that relevant results could be gathered on questions related to IPR
ownership.
In total, 8 349 SME interviews were conducted, covering a range of
sectors as well as company sizes and countries. For most of the analyses
in this report, SMEs are split into two subgroups: those who stated that
they own IPRs (4 401) and those who stated that they did not (3 948).

Main facts
•

After registering their IP rights, 54 % of owners claimed to have seen a positive impact. The main impacts
identified were an increase in reputation (52 %), turnover (39 %) and ability to access new markets (37 %).

•

For those SMEs without registered intellectual property rights, the main reason for not registering was a lack
of knowledge about what IP is and its benefits. The percentage giving this reason has grown from 25 % in
2016 to 38 % in 2019.

•

Only 25 % of medium-sized IPR owners have professionally valued their intangible assets, and this drops to
20 % for both small and micro-sized IPR owners.

•

Although access to finance is one of the biggest issues for SMEs, only 13 % of IPR owners have attempted to
gain finance using their intangible assets.
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Intellectual Property SME
Scoreboard. June 2016
This study is the first of its kind to analyse nearly 9,000
European Union SMEs, studying their attitudes, experiences,
and views on intellectual property (IP) and its protection.
More specifically, this study identifies reasons why SMEs use
or do not use IPRs and what kind of alternative measures
SMEs are using to protect their innovations. It also assesses
whether SMEs benefit – and in what way – from IPR and
their registration, what problems companies encounter
and how they can be tackled. This report will be repeated
on a regular basis to monitor evolution.
Main study findings
•

The majority of SMEs that registered an IPR believe that it had either a ‘very positive’ (13%) or
positive’ (47%) impact on their business.

•

An average of 35% of SMEs do not take any measures to protect their innovations because
they do not see any benefit in doing so.

•

Internet domain names and confidentiality (trade secrets) are the most important protection
measures used by SMEs.

•

31% of SMEs that use IPR have suffered from IPR infringement, of which 12% did not take any
actions against infringement, 43% chose bilateral negotiations and 33% initiated court procedures.

•

Lack of sufficient IP knowledge, along with complex and costly IPR registration and court
procedures in case of infringements, is one of the main problems raised by SMEs.
Link to infographics
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Intellectual Property Youth
Scoreboard. October 2019
Second edition of the Intellectual Property and Youth Scoreboard.
The specific aim of the research is to understand which drivers
and barriers are the strongest when acquiring online digital
content or purchasing physical goods that are offered legally and
illegally. The study is based on an online survey among young
people (aged 15-24) in the 28 EU Member States (EU28).

Main facts
Subscription-based models for digital content appear
to be gaining traction, but a slight rise in the purchase of
counterfeit goods has been noted
•

51% of 15 to 24-year-old in Europe say they have not used,
played, downloaded or streamed content from illegal sources
in the last 12 months.

•

21% of 15 to 24-year-old say they intentionally use illegal sources of digital content.

•

22% claim to be willing to pay for subscription services for digital content if the fee is affordable.

•

13% say they have intentionally bought counterfeits in the past 12 months.

Link to infographics
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IP Awareness
IP SME Scoreboard 
IP Youth Scoreboard 

Intellectual Property Youth
Scoreboard. April 2016

IP Infringement

This study covers discussions with over 26,000 young Europeans
aged between 15 and 24 from all EU Member States. Its objective
is to better understand what young people think about IP, how
they consume/buy content and physical products online, especially
counterfeit and pirated content, what problems they encounter
and what can be done to tackle these issues from their perspective.
In particular, it explores the main drivers and barriers to acquiring
digital content and physical goods offered both from legal and illegal
sources. There is also a specific section dedicated to communication,
giving important insights into how and through which channels
young people would like to receive information on IP. This report will
be repeated on a regular basis to monitor evolution.

Other studies

Main study findings

2019
2016

IP and Education in Europe 2015
Perception, awareness & behaviour 

IP Contribution

•

25% of young people used illegal sources intentionally to access digital content in the last 12 months.

•

Main reasons to access illegal sources are: price, “personal use” (belief that it is not wrong), better offer
(quicker availability, no need to register, larger choice, easier to find and access).

•

12% of young people intentionally bought a counterfeit product online in the last 12 months.

•

Main reasons to buy counterfeits are: price and indifference.

•

Arguments related to personal safety rather than moral values have more impact in convincing young
people to think twice before using illegal sources or buying counterfeit goods.

Link to infographics
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Intellectual Property and
Education in Europe.
September 2015
The objective of this comparative research was to map
and analyse how Intellectual Property Rights (IPR) – notably
trademarks, designs, patents and copyright – and Intellectual
Property (IP) related issues, such as ownership, authorship,
originality, licensing, confidentiality, trade secrets and
branding, are being taught in primary and secondary schools
(both general and vocational) in the 28 EU Member States.
Additionally, connections between IP education and five
specific learning areas considered essential for enhancing
creativity, innovation and social values were studied in depth.
The EU results were subsequently compared with
those of the third most innovative countries.
Main study findings
•

In both the EU and non-EU countries/regions analysed, copyright constitutes the most commonly
referenced IP right within the official school curricula, leaving all other IP rights far behind.

•

The ratio of teaching IP rights at primary level is higher in non-EU countries than in EU countries/
regions.

•

Whereas in the EU IP education is mostly integrated into ICT-related subjects, followed by arts
and entrepreneurship-related subjects, in non-EU countries/regions, it is primarily integrated
into citizenship education, followed by ICT-related subjects.

•

Intellectual property education should ensure that intellectual property skills and competences
are transverse and that they are taught and used across different subjects in a curriculum.
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European Citizens and Intellectual
Property: Perception, Awareness,
and Behaviour. November 2020
2020 Study
EUROPEAN CITIZENS AND INTELLECTUAL
25 636 interviews were conducted with EU residents aged 15 and above.
PROPERTY: PERCEPTION, AWARENESS, AND
The questionnaire was largely similar to the previous study, carried out in
BEHAVIOUR – 2020
2017, to allow for comparable results. Modifications were integrated into
the questionnaire to further explore relationships between perception and
behaviour.
General perceptions:
• The more people understand intellectual property (subjective understanding),
the less likely they are to infringe it.
• 100% increase (from 10% in 2017 to 20% in 2020) of those who think that
intellectual property benefits artists and creators, among others.
• A decrease was noted in intellectual property infringements – from 7% in
NOVEMBER
2020
14
OCTOBER 2020
2017 to 5% in 2020 for the intentional purchase of counterfeits and from
10% in 2017 to 8% in 2020 for intentional piracy.
• Young people are more likely to buy counterfeit goods and/or access pirated
material. They are also the heaviest internet users of all the groups surveyed.
Counterfeiting:
• A decrease of 1% from 10% in 2017 to 9% in 2020 of those who were misled into buying counterfeit goods.
• An increase of those who wondered whether the product they bought was original or not (from 33% in 2017 to 37% in 2020).
• An increase from 12% in 2017 to 17% in 2020 of those who think that buying counterfeit products could harm their image.
Piracy:
• People are more willing to pay for content, with a 69% increase since the last study (from 25% in 2017 to 42% in 2020).
• People are researching more as to whether websites offer legal content or not (from 14% in 2017 to 20% in 2020).
About the survey
The survey was conducted in the 27 EU Member States, between 1 June and 6 July 2020. The target population included all residents
aged 15 and over. In total, 25 636 interviews were conducted across all 27 countries. At least 1 000 interviews were conducted in
24 of the 27 countries surveyed. In Cyprus, Luxembourg and Malta, a minimum of 500 respondents were interviewed.

Link to infographics
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European citizens and intellectual
property: perception, awareness
and behaviour. March 2017
This report constitutes the second EU-wide survey to analyse
how IP and IP infringements are understood and perceived
by European Union citizens, aged between 15 and 65+. 20%
of new questions were added to build on the findings of
the first study. It presents results of the quantitative survey,
fine-tuned and deepened by qualitative insights. Updates
will take place every three years to capture evolving trends.
General perceptions: 97% of respondents believe it is
important that inventors, creators and performing artists
can protect their rights and be paid for their work. 70%
believe nothing can justify the purchase of counterfeit goods. 78% believe that buying counterfeits
ruins businesses and jobs.
Individual perceptions: 7% have bought counterfeit goods in the last 12 months. This figure
rises to 15% among 15-24 year olds. 10% accessed content from illegal sources intentionally. This
figure rises to 27% among 15-24 year olds. 27% have paid for content from legal services in the
past 12 months. This figure rises to 41% among 15-24 year olds

Link to:

Link to infographics

REPORT 2013
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European Citizens and Intellectual
Property: Perception, Awareness
and Behaviour. November 2013
This survey provides an analysis of how IP is perceived at EU
citizen level. It is launched at a time when IP has never been so
present in the day-to-day lives of European citizens. Intellectual
property rights cover everything from the food people eat, to the
clothes they wear, the cars they drive and the music they listen to.
And through the explosion in digital content and technology over
the past decade, people are now closer to IP than ever before.
The report complements the recently released study “Intellectual
Property Rights intensive industries: contribution to economic
performance and employment in the EU”, carried out by the
Office for Harmonization in the Internal Market (OHIM), through
the European Observatory on Infringements of Intellectual
Property Rights and the European Patent Office, which stated that IP-intensive industries contribute 26%
of employment and 39% of GDP in the EU, and pay significantly higher wages than non IP-intensive ones,
creating over 77 million jobs.
Together, the two reports provide robust evidence and facts enabling to measure accurately the current
state of IP in the economy and citizens’ opinions. This creates a solid basis for effective, well targeted
awareness activities, especially with a younger generation and for further investigating particular issues
raised by the report.

Link to infographics
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IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020
IPR profile of high-potential SMEs in
Europe 2019

IP Infringement

Other studies

IP Contribution
Value of IP
Through these studies, the Observatory aims to provide evidence
to support policymaking and form a basis for raising awareness
of the value of intellectual property among Europe’s citizens.
The series of studies looks at the overall contribution made by
IPR-intensive industries to the EU economy and at the role of
intellectual property rights (IPRs) in the performance of individual
firms. These studies assess the positive contribution of IPR to
economic growth and job creation. The performance study
compares the economic performance of companies that own
IPRs with the performance of those that do not.
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Contribution of IP intensive
industries 
IPR intensive industries contribution to
the economy & employment. 2019
IPR intensive industries contribution to
the economy & employment. 2016
IPR intensive industries contribution to
the economy & employment. 2013

Contribution of IP intensive industries
These studies identify the industries that use IP rights relatively
intensively, and quantifies the contribution of these IPR-intensive
industries at EU level according to a variety of economic indicators,
in particular GDP, employment, wages and external trade.

Protecting innovation through patents
and trade secrets in the EU: 2016

IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019
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Protecting innovation through patents
and trade secrets in the EU: 2016

IP rights and firm performance
in Europe 

Intellectual property rights intensive
industries and economic
performance in the European Union.
September 2019
This study is the latest update in a series which provides an assessment
of the combined contribution to the economies of the EU from industries
that make intensive use of the different types of intellectual property
rights (IPR). The study confirms the economic benefits for Europe of
trade marks, designs, patents, copyright, geographical indications (GI)
and plant variety rights.
Main findings:
•

IPR-intensive industries generated 29.2% (63 million) of all jobs in
the EU during the period 2014-2016.

Use of IPR bundles by EU firms 20142015. October 2020

•

38.9% of all employment in the EU (83.3 million) can be attributed,
directly or indirectly, to IPR-intensive industries.

IPR profile of high-potential SMEs in
Europe 2019

•

45% of the total economic activity (GDP) in the EU is attributable to IPR-intensive industries, worth
EUR 6.6 trillion.

•

IPR-intensive industries pay significantly higher wages than other industries, with a wage premium of 47%.

•

IPR-intensive industries accounted for most of the EU’s trade with the rest of the world and generated a trade
surplus, thus helping to keep the EU’s external trade broadly balanced.

IP Infringement
Other studies

Link to infographics
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Protecting innovation through patents
and trade secrets in the EU: 2016

IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019

IP Infringement
Other studies

Intellectual property rights
intensive industries and economic
performance in the European
Union. October 2016
This is the second edition of the EU-wide study carried out
jointly by the EPO and EUIPO concerning the contribution of
IPR to the European economy in terms of GDP, employment,
wages and trade.
The study covers patents, trademarks, designs, copyright,
geographical indications and plant variety rights. It uses
a similar methodology to the previous EPO-EUIPO study
published in 2013 and is comparable to similar studies
conducted in the US.
Main study findings
•

More than 42% of total economic activity in the EU (some €5.7 trillion annually) is generated by

•

IPR-intensive industries.

•

Approximately 38% of all employment in the EU (82 million jobs) stems from industries that
have a higher than average use of IP rights.

•

Average wages in IPR-intensive industries are more than 46% higher than in other industries.

•

IPR-intensive industries account for approximately 90% of the EU’s trade with the rest of the world.
Link to infographics
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Protecting innovation through patents
and trade secrets in the EU: 2016

IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019

IP Infringement
Other studies

Intellectual property rights intensive
industries’ contribution to economic
performance and employment in the
European Union. September 2013
This study presents the main IPR-intensive industries and their
contribution to economic performance and trade at EU level. It
contains a section on the number of patents, trademarks and designs
that originate from each Member State, as well as focusing on job
creation. It also covers copyright and geographical indications (GIs).
The full report covers a broad range of IP rights – trademarks, patents,
designs, copyright and Geographical Indications (GIs) – and considers
a variety of economic indicators, in particular Gross Domestic Product
(GDP), employment, external trade and wages. It is designed to
provide evidence that can be used by policymakers in their work,
and to serve as a basis for raising awareness of intellectual property
among Europe’s citizens.

Main study findings
•

About half of EU industries are IPR-intensive.

•

These industries generate almost 39% of the total economic activity (GDP) in the EU, worth €4.7 trillion.

•

They account for 90% of the EU’s trade with the rest of the world.

•

They account for 56 million (28%) direct jobs.

•

They account for 20 million indirect jobs, 35% of all EU jobs.

Link to infographics
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IP Contribution
Contribution of IP intensive
industries 

Protecting innovation through patents
and trade secrets in the EU: 2017

Protecting innovation through
patents and trade secrets
in the EU. July 2017

Use of IPR bundles by EU firms 20142015. October 2020

Despite their economic importance, and in particular their role in
protecting returns from innovation, trade secrets are poorly studied
and their relationship with patents is often misinterpreted. This study
tries to shed light on the subject based on representative firm-level
data from the Community Innovation Survey (CIS), covering almost
200 000 firms operating across manufacturing and service industries
in Europe.

IPR profile of high-potential SMEs in
Europe 2019

Main study findings

IP rights and firm performance
in Europe 

IP Infringement
Other studies

•

Innovating firms often use both patents and trade secrets to protect
their innovations.

•

The use of trade secrets for protecting innovations is higher than
the of use patents by most types of companies, in most economic sectors and in all Member States.

•

Both trade secrets and patents are likely to be used in companies with internal R&D, with high innovation
expenditure and when the innovation is new to the market. Trade secrets are preferred in innovation new only
to the firm.

•

Patents are more likely to be used (alone or in combination with trade secrets), when the innovative product is a
physical good rather than a service.

•

Trade secrets (often without patents) are more likely to be used for process innovation and for innovations in services.

•

Trade secrets (alone or in combination with patents) are likely to be used for maintaining or increasing the
competiveness of innovations introduced by companies involved in open innovation practices such as research
cooperation, especially with distant (non-European) partners.

•

There is a propensity to favour trade secrets over patents in markets with strong price competition. There is a
propensity to use both trade secrets and patents in markets with strong quality competition. This is related to
finding 5 above. Strong price competition is typical of commodity-type markets, where opportunities for product
differentiation /innovation are scant, and margins may be enhanced with cost/process innovation.
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Protecting innovation through patents
and trade secrets in the EU: 2016
IP rights and firm performance
in Europe 
2021
2015

Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019

IP Infringement
Other studies

Intellectual property rights and
firm performance in the European
Union, Firm-level analysis report.
February 2021
In 2013, EUIPO and EPO published a joint study which assessed the
combined contribution of industries that make intensive use of the
various types of intellectual property right (IPR) to the economies of the
EU as a whole and to the individual EU Member States.
The study was updated in 2016 and again in 2019. Among the main
findings of the 2019 edition was that industries that make aboveaverage use of IPRs contributed 29% of employment and 45% of GDP
in the EU, with these proportions having risen since the previous study
in 2016.
The present report is a follow-up study that delves deeper into the
role of IPRs by analysing a large representative sample of over 127 000
European firms in order to compare the economic performance of
firms that own IPRs with those that do not. In 2015, the EUIPO (then known as OHIM) published a similar study
which showed that companies that own IPRs have higher revenue per employee and pay higher wages than
companies that do not.
The present joint EPO/EUIPO study is an update of the 2015 EUIPO study, with improved data and methodology.
In contrast with the earlier study, which was based on data from 12 Member States, this new study includes data
from companies in all 28 Member States.
Main study findings
•

Firms, which own intellectual property rights, have on average 20% higher revenue per employee and pay
wages that are on average 19% higher than firms that do not own IPRs.

•

Correcting for relevant factors, such as sector, company size and country, this revenue premium rises to
55% and even higher for SMEs (68%).

•

About 60% of large companies own IPRs.

•

Small businesses that own IPRs have 68% more revenue per employee than firms that do not.
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Protecting innovation through patents
and trade secrets in the EU: 2016
IP rights and firm performance
in Europe 
2021
2015

Use of IPR bundles by EU firms 20142015. October 2020

Intellectual property rights and
firm performance in Europe: an
economic analysis. June 2015
This study compares the economic performance of companies
that own IPRs with those that do not. A representative 130,000
European firms took part in the research. The IP rights included
in this study are European and national patents, trademarks
and designs.
Main study findings
•

About 40% of large companies own IPRs.

•

Although only 9% of small businesses own IPRs, those that
do, have almost 32% more revenue per employee than firms
that do not.

•

Companies that own IPRs tend to have almost six times more employees than companies that do not.

•

In the companies that own IPRs, revenue per employee is, on average, 29% higher than companies that
do not.

•

Companies owning IPRs pay wages that are, on average, 20% higher than companies that do not.

IPR profile of high-potential SMEs in
Europe 2019

IP Infringement
Other studies
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Protecting innovation through patents
and trade secrets in the EU: 2016
IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019

IP Infringement

Other studies

Use of IPR bundles by
EU firms 2014 - 2015. October 2020
This new study published by the EUIPO through the European
Observatory on Infringements of Intellectual Property Rights
looks at EU firms’ simultaneous use of patents, trade marks and
registered designs to protect their innovation. It is based on a
sample of more than 63 000 companies across all Member States.
The study shows that firms that use multiple IP rights (IPRs) account
for a disproportionate share of employment and turnover among
the firms in the sample. Larger firms tend to have more IPR bundles
than SMEs. Patents are the right most frequently combined with
other IPRs. The study also found significant differences in the
bundling of IPRs across sectors of the economy, with firms in the
manufacturing sector much more likely to bundle IPRs than those
in the services sector.
Main study findings:
•

8.3% of firms have applied for more than one type of IPR.

•

The IPRs filed by the examined firms correspond to 35.7% of all IPRs in the sample. Out of these firms,
1% applied for all three IPRs, (patents, trade marks, and registered designs) during the period. This
corresponds to 16.8% of all IPRs registered in the EUIPO and the EPO by firms in the sample.

•

The study shows that patents are the IPR that is most often used together with other rights.

•

More than 20% of large firms have filed more than one type of IPR, compared to only 7% of small and
medium-sized enterprises (SMEs). More than 64% of the all IPRs filed by large firms are concurrent,
compared to 20% of IPRs filed by SMEs.
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Protecting innovation through patents
and trade secrets in the EU: 2016
IP rights and firm performance
in Europe 
Use of IPR bundles by EU firms 20142015. October 2020

IPR profile of high-potential SMEs in
Europe 2019

High growth firms and intellectual
property rights: IPR profile of highpotential SMEs in Europe. May 2019
The present study aims to determine the importance of IPR
activities for HGFs in Europe. To this end, it assesses whether
SMEs that make more frequent use of IPRs are more likely to
become HGFs. It also examines the particular ways in which HGFs
shape their IPR strategies prior to experiencing high growth.
Main study findings:
•

SMEs with prior IPR activities are more likely to grow than other
SMEs. SMEs that have filed at least one IPR are 21% more likely
to experience a subsequent growth period, and 10% more
likely to become an HGF. The likelihood of experiencing a high
growth period is 9% higher for SMEs that have filed at least
one patent, and 13% higher for those that have filed at least one trade mark.

•

The likelihood of becoming an HGF is even higher for SMEs that have filed a European IPR. The likelihood
of experiencing a high growth period is 17% higher for SMEs that have filed at least one European IPR.

•

Prior patent filings perform best as HGF predictors in high-tech and low-tech industries. In high-tech
industries, the likelihood of high growth is 110% higher for SMEs that have filed one or more European
patents, whereas for low-tech industries it is 172%.

•

Prior trade mark filings perform best as HGF predictors in consumer-oriented industries. In consumer
non-durable industries, SMEs are 62% more likely to experience high growth if they have filed a European
trade mark.

•

SMEs that use bundles of trade marks, patents and designs instead of a single category of IPR are even
more likely to achieve high growth.

IP Infringement

Other studies
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IP Infringement

Trends and impact of counterfeiting and piracy

Digital 
Cross-sector 

Other studies

The opportunities for infringement and the damage it causes to the
economy and society demonstrate the increasing importance and
need for IP and IP rights. The Observatory offers a complete picture of
this phenomenon by assessing the economic impact of counterfeiting
and piracy, globally, off and online and across different sectors and
geographical areas. It also provides intelligence for understanding
trends for both of these phenomena and ways to fight them as well as
business models of infringers.
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Social media discussion paper. 2021
Focus on Cybersquatting: monitoring and
analysis. 2021
Monitoring and analysing social media in relation
to IP infringement. 2021
Online Copyright Infringement in the European
Union - Title Level Study: Film, Music and TV.
2020
Illegal IPTV in the European Union – Online
Business Models Infringing Intellectual Property
Rights – Phase 3. 2019

IP infringement in the digital world
Intellectual property is significantly impacted by the digital
environment. The internet offers a large number of opportunities,
but also a large number of potential infringements. The Observatory
studies focusing on digital aspects capture online trends and
challenges of IP infringement and enforcement in a digital world,
addressed with various studies covering infringing business
models, quantification of infringement of digital content, as well as
development of best practices to help IPR enforcement online.

Online copyright infringement in the European
Union - Music, Films and TV (2017-2018), Trends
and Drivers. 2019
Identification and Analysis of Malware on
Selected Suspected Copyright-infringing
Websites. 2018
Online business models infringing IPR rights. 2016
Digital advertising on suspected infringing
websites. 2016

Cross-sector 

Other studies
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Illegal IPTV in the European Union – Online
Business Models Infringing Intellectual Property
Rights – Phase 3. 2019
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Digital advertising on suspected infringing
websites. 2016

Cross-sector 
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Social Media discussion paper New and existing trends in using
social media for IP infringement
activities and good practices to
address them. June 2021
This discussion paper explores new and existing trends whereby
social media functionalities are misused to infringe IP rights
directly, to support IP-infringing activities happening through other
channels, or to provide information on such activities. It identifies
some of the challenges faced by IP owners, law enforcement
authorities and social media companies in addressing these trends.
Most importantly, it lists the preventive and reactive good practices
developed by social media services to counteract these trends.

SOCIAL MEDIA – DISCUSSION PAPER
New and existing trends in using social
media for IP infringement activities and
good practices to address them

June 2021

Main study findings:
•

The paper identifies a number of new and existing trends, whereby social media’s unique functionalities
are misused to infringe IPRs directly, to support IP infringement through other channels or provide
information on such activities.

•

The paper points at certain challenges faced by IP owners, law enforcement authorities and social media
companies in addressing these trends.

•

Most importantly, the paper lists the preventive and reactive good practices developed by social media
services to counteract these trends. Amongst them, there are practices addressing the misuse of generic
social media functionalities enabling users to share content publicly (e.g. notice and action mechanisms),
focusing on specific business-related functionalities, such as ads or e-commerce functions (e.g. ‘know
your business customer’ requirements) or a given content format (e.g. automated recognition of video
content). There is however a limited number of good practices that can address the misuse of social
media’s private communication functionalities or the use of closed groups.
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Focus on Cybersquatting:
monitoring and analysis. May 2021
Cybersquatting involves bad faith registration and/or use of
another company’s trade mark or other distinctive sign in a domain
name, without having any legal rights or legitimate interests in
that domain name. The purpose of this study was to quantify the
phenomenon of cybersquatting and to describe the methods and
the business models employed by cybersquatters, thus providing
a basis for fighting the phenomenon more effectively.

•

FOCUS ON CYBERSQUATTING:
MONITORING AND ANALYSIS

49% of the analysed domains were considered ‘suspicious’; the
rest were either legitimately owned by the brand owners, or
were not related to the brands in question.

May 2021
0

•

55% of the suspicious domains were parked or otherwise
not actively used. 10% of the domains were for sale, while the
remainder were used for a variety of activities, of which most concerning were websites selling counterfeits
and websites engaged in scams, phishing, or distribution of malware.

•

By type of name, 85% of domain names were ‘regular expressions’ and 15% were ‘permutations’. Therefore,
a regular expression (i.e. a domain name containing the trade mark within it) was the most common type of
cybersquatting.

•

The average level of cybersquatting was found to be 49%. Certain sectors, including fashion (66%), household
appliances (64%), and cars, spare parts and fuels (60%) suffered from significantly above-average levels, while
brands for regular consumer goods and services (32%) and professional goods and services (24%) were less
affected.

•

Information about the cybersquatter was not available for 26 of the 40 suspicious domains, having been
marked as ‘redacted for privacy’, potentially hindering enforcement actions against the registrant.

Cross-sector 

Other studies

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Main study findings:

Online business models infringing IPR rights. 2016
Digital advertising on suspected infringing
websites. 2016

FOCUS ON CYBERSQUATTING:
MONITORING AND ANALYSIS
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Social media discussion paper. 2021
Focus on Cybersquatting: monitoring and
analysis. 2021
Monitoring and analysing social media in
relation to IP infringement. 2021
Online Copyright Infringement in the European
Union - Title Level Study: Film, Music and TV.
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Illegal IPTV in the European Union – Online
Business Models Infringing Intellectual Property
Rights – Phase 3. 2019
Online copyright infringement in the European
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Monitoring and analysing
social media in relation to IP
infringement. April 2021

Monitoring and analysing social media in relation
to IPR infringement Report

Monitoring and analysing
social media in relation to
IP infringement

This report on monitoring and analysing social media in relation to IPR
infringement brings together the findings of research carried out by
the European Union Intellectual Property Office (EUIPO) through the
European Observatory on the Infringement of Intellectual Property
Rights (Observatory). It is intended to assess and investigate the main
characteristics, relevance, trends and impact of the use of social media
as a promotion and/or distribution channel of counterfeit products
and/or pirated digital content. It investigates and quantifies the role
that certain social media platforms play in sharing, marketing, selling,
promoting and/or advertising IP infringing goods, works, materials
and/or services.
1

Main study findings:
•

49 % of the analysed domains were considered ‘suspicious’; the rest were either legitimately owned by the
brand owners, or were not related to the brands in question.

•

55 % of the suspicious domains were parked or otherwise not actively used. 10 % of the domains were for
sale, while the remainder were used for a variety of activities, of which most concerning were websites selling
counterfeits and websites engaged in scams, phishing, or distribution of malware.

Digital advertising on suspected infringing
websites. 2016

•

By type of name, 85 % of domain names were ‘regular expressions’ and 15 % were ‘permutations’. Therefore,
a regular expression (i.e. a domain name containing the trade mark within it) was the most common type of
cybersquatting.

Cross-sector 

•

The average level of cybersquatting was found to be 49 %. Certain sectors, including fashion (66 %), household
appliances (64%), and cars, spare parts and fuels (60 %) suffered from significantly above-average levels, while
brands for regular consumer goods and services (32 %) and professional goods and services (24 %) were less
affected.

•

Information about the cybersquatter was not available for 26 of the 40 suspicious domains, having been marked
as ‘redacted for privacy’, potentially hindering enforcement actions against the registrant.

Identification and Analysis of Malware on
Selected Suspected Copyright-infringing
Websites. 2018
Online business models infringing IPR rights. 2016
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Online Copyright Infringement
in the European Union - Title
Level Study: Film, Music and TV.
December 2020
This report is based on an analysis of the 30 most frequently pirated
creative works in each of the EU Member States, including films, TV
series and music. The study finds that piracy mainly affects creative
works recently produced and released. TV series are the most
frequently pirated creative works but the relationship between piracy
and popularity of the corresponding legal content is more difficult to
ascertain, as is also the case for music. The study also looks at the
tastes of consumers of pirated content across the EU and finds a high
degree of homogeneity among the Member States, especially for film.
Main study findings:
•

The report is based on an analysis of the 30 most frequently pirated creative works in each of the EU
Member States, including 316 films, 500 music artists and 309 TV series.

•

It shows that piracy mainly affects creative works recently produced and released.

•

Commercial success is associated with higher levels of piracy: when the number of tickets sold increases by
10 %, the number of illegal downloads increases by 3.7%.

•

Piracy of films from the US, Great Britain, France and Italy represents 96% of film piracy in the EU.

•

Animated and documentary films suffer 49% less piracy than ‘live action’ films.

•

There is a high degree of homogeneity, with the list of the top 30 most pirated film in each Member State
quite similar to the top 30 list for the EU as a whole.

•

TV series are the most frequently pirated creative works but the relationship between piracy and popularity
of the corresponding legal content is more difficult to ascertain; of the 30 most pirated television series,
only five are among the 30 most popular according to IMDb.

•

In music, there is also a relationship between commercial success and piracy, although with a delay: many
of the best-selling musicians of 2017 were the most pirated artists in 2018.
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Illegal IPTV in the European Union –
Online Business Models Infringing
Intellectual Property Rights – Phase 3.
December 2019
The purpose of the research study was to enhance the level of
understanding about the ways illegal internet protocol television
(IPTV) is carried out, how the business models around this
phenomenon work, and thereby provide a basis for subsequent
identification of possible responses to tackle the challenge of the
phenomenon more effectively. It is the first major study that reviews
the existing literature, the legislative framework and case-law in the
EU and provides structural analysis of existing business models
with regard to unauthorised delivery of television content over the
internet. In addition, the study provides the first assessment results
of the magnitude of illegal PTV across the EU in terms of active
users and unlawful revenue obtained from infringing activities.
Main study findings:
•

Nearly EUR 1 billion is collected by illegal IPTV providers in the EU each year.

•

Between 2017 and 2018, overall access to pirated content in the EU fell by 15.1% on average.

Digital advertising on suspected infringing
websites. 2016

»» Consumption of pirated dropped by 32% on average across the EU, which is the fastest decline
followed by consumption of pirated films (19.2% decrease) and consumption of pirated television
content (7.7% decrease).

Cross-sector 

»» However, the average internet user in the EU accessed online pirated content 9.7 times per month in
the first nine months of 2018, on both fixed and mobile devices.

Other studies

•

In addition, the 2019 study shows that up to 13.7 million EU citizens stream unauthorised internet protocol
television (IPTV), at a cost of EUR 941.7 million per year.

•

The average single user in the EU spends EUR 5.74 per month on unauthorised IPTV, according to
the report.
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Online copyright infringement in
the European Union - Music, Films
and TV (2017-2018), Trends and
Drivers. December 2019
This report examines consumption of copyright-infringing
content in the 28 EU Member States, for TV programmes,
music and film, using a variety of desktop and mobile access
methods, including streaming, downloading, torrents and
ripping software. The analysis is based on a rich set of data
on access to pirated music, film and TV programmes in all 28
Member States, for the period January 2017 to September
2018. The data covers both fixed and mobile devices, as well
as the main access methods to such content.
Main study findings:
• Between 2017 and 2018, overall access to pirated content declined by 15% in the EU.
• The decline was most pronounced in music, at 32%, followed by film (19%) and TV (8%).
• The average internet user in the EU accessed pirated content 9.7 times per month in 2018.
• TV copyright infringement represented nearly 60% of the total, followed by film and music piracy.
• The use of desktop devices to access TV content and films is greater than that of mobile devices,
while access to music is greater from mobile devices.
• Streaming was by far the most common access method, accounting for about 75% of all access,
followed by torrent, download and stream ripping.
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Identification and Analysis of
Malware on Selected Suspected
Copyright-infringing Websites.
September 2018
Some websites and mobile applications illegally share copyright
protected content publicly, sometimes even free of charge and
without any registration. Along with this content, the websites
commonly distribute various kinds of malware and potentially
unwanted programs (PUPs), luring users into downloading and
launching these files. These programs use deceptive techniques
and social engineering — such as empty game installations and
ostensibly ‘useful’ software — to trick end users into disclosing their
sensitive information. This research was carried out in cooperation
with the United Nations Interregional Crime and Justice Research
Institute (UNICRI). In the research a variety of PUPs were discovered
such as either ‘useful’ software, fake game installers and clients for
video streaming platforms. This software does not necessarily pose direct dangers to the user’s software
or hardware. However, through social engineering tricks, a user might be convinced to disclose sensitive
personal information or payment card details. In addition, information about the computer itself might be
leaked to other parties without explicit user consent.

Main study findings:
• Report provides an overview of the most up to date examples of malware and potentially
unwanted programs (PUPs) found on suspected copyright-infringing websites (and mobile apps).
• These programs use deceptive techniques and social engineering such as empty game
installations and ostensibly ‘useful’ software to trick end users into releasing sensitive information.
• The malware binaries and PUPs are numerous across a wide variety of suspected websites and
pose a genuine threat to user safety, sensitive information and privacy.
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Research on online business
models infringing intellectual
property rights. July 2016
This study aims to deepen the understanding of how the
online environment interacts with IP infringements as it
was noticed that IPRs are systematically being misused as
a way to disseminate malware, carry out illegal phishing and
simple fraud to the detriment of consumers, businesses and
ordinary internet users.
This study sheds light on the variety of online business models
infringing IPR through numerous illicit examples of marketing
on Business-to-Business (B2B) and Business-to-Consumer
(B2C) websites, online marketplaces and social media.
Main study findings
•

A number of the online business models infringing IPRs are based on generally applicable legal
online business models.

•

The online business models infringing IPRs differ from non-infringing models in the way that they
are often clearly deceptive to the customers. It is thus apparent that specific online business
models have been developed and intentionally designed to benefit from infringement of IPRs.

•

An increasing number of providers of IPR-infringing goods and services are expanding or even
moving their businesses to a darknet or are offering their services on both the open and the
hidden part of the internet.

•

The study shows that a number of the analysed business models are based on concepts that
make it easy for the providers to be able to continue their businesses even in the event that an
enforcement action be initiated.

•

It can be observed that the line between IPR-infringing activities and traditional cybercriminal
activities is becoming blurred.

Online business models infringing IPR rights. 2016
Digital advertising on suspected infringing
websites. 2016
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Other studies
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Digital advertising on suspected
infringing websites. January 2016
The report gives a ‘snapshot’ of the digital advertising
landscape and aims to detail the scale of the ad-based
funding of suspected IP infringing websites affecting the EU
market. In this study, 280 suspected IP-infringing websites
were monitored from each of the 28 EU Member Statesover
a six-week period from May to July 2015.
Main study findings
•

54 % of ads collected were in high-risk sectors: malware,
fraud and adult.

•

Premium brands belonging to 46 % of the top 100
companies by global ad spend were identified.

•

Intermediaries will usually take steps to avoid ad misplacement if a brand requests it.

•

Potential ad fraud was identified on 41 % of the websites.

Online business models infringing IPR rights. 2016
Digital advertising on suspected infringing
websites. 2016
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Report on the EU Enforcement of intellectual
property rights: overall results of detentions 2019.
June 2021

IP infringement across sectors
A global assessment of the scope and scale of counterfeiting and piracy
is key for successful policy- and decision-making and enforcement.
A horizontal assessment of the general impact of the phenomenon
is complemented by an analysis of how infringers are operating and
developing their activities and doing business.

Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016

Other studies
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Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020

Report on the EU Enforcement of
intellectual property rights: overall
results of detentions, 2019.
June 2021
Following the publication, in December 2020, of the reports of
Directorate-General for Taxation and Customs Union (DG TAXUD)
and the EUIPO on the detention of goods infringing IP rights at
the EU border and in the EU internal market respectively, this
report allows an overarching view of the overall detentions of
fake products in 2019 as reported by EU Member States.
Main study findings:
•

Approximately 72 million fake items were detained in the EU
in 2019. This implies a reduction of almost 21 % in the number
of items reported as detained, compared to 2018 (91 million
items). Almost 56% of those items were detained in the EU internal market, and the rest at the EU border.

•

The estimated value of detained counterfeit, amounting to some EUR 2.4 billion, represents almost no
decrease compared to the previous year.

•

Almost 73 % of the total value of detained items reported corresponded to detentions in the EU internal
market, while the remainder resulted from detentions at the EU border.

•

The 10 Member States with the highest number of reported detentions accounted for around 90 % of the
volume and 92 % of the estimated value of the items. Italy recorded the highest individual figures (41 %).

•

The most common identified detained products, in terms of the number of items detained, were toys,
cigarettes, clothing accessories and clothing (41 %).

•

Trade mark infringement accounted for almost 90 % by number of items, and close to 96 % by estimated
value of aggregated detentions at the EU border and in the EU internal market.

Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016

Other studies
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Report on the EU Enforcement of intellectual
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June 2021
Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018

Misuse of Containerized Maritime
Shipping in the Global Trade of
Counterfeits. February 2021
The EUIPO, through the European Observatory on Infringements of
Intellectual Property Rights, and together with the Organisation for
Economic Co-operation and Development (OECD) publishes studies
and research on the global trade in counterfeit and pirated products,
analysing the impact on the economy, and the share of international
trade affected by the phenomenon. In particular, the main goal of this
study series is to assess quantitatively the value, scope and trends of
trade in counterfeit and pirated tangible products. The latest study
in the series, Misuse of containerised maritime shipping in the global
trade of counterfeits, analyses the scale of misuse of containerised
maritime transport for trade in counterfeit goods. Over the past
decades, containers have become the universal means to aggregate
goods into standardised, uniform cargo, and maritime transport
continues to be a major channel for the shipping of counterfeit goods.
Main study findings:
•

Sea transport accounts for more than 80 % of all merchandise traded internationally. Container ships boost
efficiency and reduce the costs of international trade, but they can also be misused to transport counterfeit goods.

•

Seizures of fakes shipped in containers represent a relatively low proportion of the total number of seizures, but
they account for 56 % of the total value of seized counterfeits.

•

The highest number of counterfeit shipments originated in South East Asia, including China and Hong Kong (China),
India, Malaysia, Thailand and Singapore, accounting for 79 % of the total value of containers containing fakes
seized worldwide; followed by Mexico, Turkey and the United Arab Emirates.

•

Global trade in counterfeit goods amounted to EUR 460 billion in 2016, or around 3.3 % of global trade. Counterfeit
goods accounted for 6.8 % of goods imports into the EU from third countries, worth EUR 121 billion.

•

Over half of containers transported in 2016 by ships from economies known to be major sources of counterfeits
entered the EU through Germany, the Netherlands and United Kingdom.

•

Some EU countries, such as Bulgaria, Croatia, Greece and Romania, have relatively low volumes of containers
trade in general, but a high level of imports from counterfeiting-intense economies.

Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016

Other studies
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Report on the EU Enforcement of intellectual
property rights: overall results of detentions 2019.
June 2021

Report on the EU internal market
enforcement of Intellectual
Property Rights: results of
detentions in EU member States
2019. December 2020

Trade in Counterfeit Pharmaceutical Products. 2020

Following last year’s publication of the report on the EU
enforcement of intellectual property rights at EU borders and
in Member States with results of 2013-2017, the EUIPO is now
publishing the report produced from the analysis of the data
on the detentions within national markets reported through
the IP Enforcement Portal by 25 Member States’ enforcement
authorities in 2019.

IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020

Main study findings:

Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions
in EU member States 2019. December 2020

Intellectual Property Crime Threat Assessment
Study. 2019

•

The results stem from the analysis of the data on the detentions
within national markets reported through the IP Enforcement Portal by 25 Member States’ enforcement
authorities in 2019.

•

In the EU internal market, the annual number of IPR-infringing items reported as detained in 2019 (40
million) decreased compared to 2018 (70 million).

•

The estimated value of the reported items detained in the EU internal market remained almost unchanged
in 2019 (EUR 1.8 billion) compared to 2018. This was connected to the shift in value of the products
detained.

•

Top five Member States (Italy, Spain, France, Greece, Portugal) accounted for about 92-96 % of the total
detentions in the EU internal market in 2019.

•

Clothing accessories was the category leading in both, the number of items reported as detained within
the EU and their estimated value.

•

Trade marks predominated as the most infringed IP right in detentions in the EU internal market (over
96 % detained articles infringed a trade mark).

Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Trade in Counterfeit Pharmaceutical
Products. March 2020
Illicit trade in fake goods is a significant and growing threat in a
globalised and innovation-driven economy, undermining good
governance, the rule of law and citizens’ trust in government. It
not only has a negative impact on the sales and profits of affected
firms and on the economy in general, but also poses major health
and safety threats to consumers. To provide policy makers with
solid empirical evidence about this threat, the OECD and the EU
Intellectual Property Office (EUIPO) joined forces to carry out a
series of analytical studies that deepen our understanding of
the scale and magnitude of the problem. The results have been
published in a set of reports: Trade in Counterfeit and Pirated
Goods: Mapping the Economic Impact (2016), Mapping the Real
Routes of Trade in Fake Goods (2017), Trade in Counterfeit Goods
and Free Trade Zones: Evidence From Recent Trends (2018), Why
do countries Export Fakes (2018), Misuse of Small Parcels for Trade
in Counterfeit Goods (2018) and Trends in Trade in Counterfeit and
Pirated Goods (2019). The results are alarming. They show that trade in counterfeit and pirated goods amounted
to up to 3.3 % of world trade in 2016, up from 2.5 % in 2013; when considering only the imports into the EU,
they amounted to up to 6.8 % of imports, compared with 5 % three years earlier. Counterfeiters operate swiftly
in the globalized economy, misusing free trade zones, taking advantage of many legitimate trade facilitation
mechanisms and thriving in economies with insufficient governance standards. This report builds on previous
analyses, focusing on the situation in one particular sector: pharmaceuticals. Counterfeits imply not only possible
economic damages for this sector, but also significant health threats, since fake medicines are often not properly
formulated and may contain dangerous ingredients. Counterfeit medicines have included medicaments for
serious diseases, including malaria, HIV/AIDS and cancer. The scale is huge – in 2016, international trade in
counterfeit pharmaceuticals reached USD 4.4 billion.
Go to main study findings →
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Report on the EU Enforcement of intellectual
property rights: overall results of detentions 2019.
June 2021
Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019

Main study findings:
•

Markets for counterfeit pharmaceuticals are attractive for counterfeiters because of high profit, low risks of
detection and prosecution, weak penalties, and the ease in consumers’ deception.

•

In 2016, international trade in counterfeit pharmaceuticals reached EUR 4.0 billion.

•

Over 2014-2016, seized counterfeits included: medicaments for serious diseases (including malaria, HIV/
AIDS and cancer), antibiotics, lifestyle treatments, pain killers, diabetes treatments and central nervous
system medicines.

•

China, Hong Kong, Singapore and India are the main provenance economies. China and India are the
primary producers. United Arab Emirates, Singapore and Hong Kong, Yemen and Iran serve as transit
economies. African economies, Europe and the United States appear to be the main targets.

•

Second-tier distributors are more vulnerable to penetration by counterfeiters.

•

The use of free trade zones facilitates trade in counterfeit pharmaceuticals. Challenges for all countries have
increased due to rogue online pharmacies.

•

More than 95% of customs seizures during 2014-16 involved postal and express mail services. Inadequate
information on postal shipments detection and interception difficult.

As to the impact:
•

Between 72 000 and 169 000 children may die from pneumonia every year after receiving counterfeit
drugs, and fake anti-malarial medication might be responsible for an additional 116 000 deaths;

•

Almost 38% of all seized counterfeit medicines infringe IPRs of firms registered in the U.S.A. OECD countries
are also badly affected, in particular Switzerland, Germany and France;

•

EU governments’ cost of revenues foregone is around EUR 1.7 billion. There is also a cost of treating patients
suffering adverse health consequences from consuming counterfeit medicines and a cost deriving from
pollution from unregulated criminal activity involving potentially toxic chemicals;

•

More than 80 000 jobs lost in the EU pharmaceuticals sector and other sectors that sell goods and
services to it.

Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017

IP Crime And Its Link To Other
Serious Crimes – Focus On PolyCriminality – IP Crime Case Book.
June 2020
This new joint EUIPO-Europol report on how IP crime supports the
activities of organised criminal gangs adds to the growing evidence
that counterfeit goods are an attack against society requiring an
international response. It demonstrates the interconnection
between IPR crime and other types of serious crimes highlighting
the links between actors committing these offences. The case
studies presented in this report illustrate how a wide range of
different crimes are linked to intellectual property crime, including
pharmaceutical crime, drug trafficking, manslaughter, illegal arms
possession, forced labour, food fraud, excise duty fraud, VAT fraud,
corruption and money laundering.
Main study findings:
•

There are two ways IP crime can be linked to other criminal activities: with one criminal activity supporting
the other, or as parallel activities.

•

In the case of supporting criminal activities, the relationship can go two ways:
»» supported criminal activity, where other forms of criminal behaviour can be used to facilitate IP crime,
e.g. OCGs produce fraudulent documents in order to sell their counterfeit goods as legitimate ones.
»» supporting criminal activities, where criminals might engage in counterfeiting to generate profit that is
used for other types of serious and organised crime, such as drug trafficking or terrorism.

•

In parallel criminal activities, OCGs engage in different forms of criminal behaviour that are relatively
independent of each other. They can either be entirely unconnected or interlinked, but without one activity
clearly facilitating the other.

Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Report on the EU Enforcement of intellectual
property rights: overall results of detentions 2019.
June 2021
Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020

Intellectual Property Crime
Threat Assessment Study.
June 2019
This joint EUIPO/Europol study provides a unique assessment of the
emerging threats and impact of intellectual property crime in the
European Union (EU). It builds upon the jointly developed situation
reports of 2015 and 2017, continuing the excellent cooperation
between the two agencies in the fight against counterfeiting
and piracy.
Main study findings:
•

Most criminal activity involving counterfeiting is carried out
by increasingly professionalised organised crime networks,
which can reap large profits while running relatively few risks.

•

Although the majority of counterfeits in the EU market are
produced outside Europe, in particular in parts of Asia, domestic
manufacturing within Europe is an increasing trend.

•

There is a growing trade in fake products which have the potential to damage human health. An example
of this would be the trade in counterfeit medicines for the treatment of serious illnesses, which appears to
be increasing.

•

In addition, fake goods are increasingly shipped via small parcels and express couriers, which are more
difficult for enforcement authorities to detect.

•

Online, illegal digital content continues to be distributed through BitTorrent portals and peer-to-peer
networks, but also, increasingly, via cyberlockers, the threat assessment finds. The owners of these
platforms generate profit through digital advertisements, which often include mainstream adverts from
major brands. In many cases, these websites are also used to target consumers using phishing techniques
or the dissemination of malware.

Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Trends in Trade in Counterfeit
and Pirated Goods. March 2019
This study presents an updated quantitative analysis of the
value, scope and magnitude of world trade in counterfeit
and pirated products. The report uses a tailored, statistical
methodology, originally developed for the OECD (2008)
study, and elaborated for the OECD – EUIPO (2016) report,
which was based on data for 2013.

Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021

Main study findings:

Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020

• EUR 460 billion worth of counterfeit and pirated goods
traded worldwide.

Trade in Counterfeit Pharmaceutical Products. 2020

• The share of counterfeit goods in world trade has
increased from 2.5% in the estimates released in 2016
to 3.3%.

IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016

Other studies

• In the EU, 6.8% of all imports from third countries are
now estimated to be counterfeit and pirated goods, worth up to EUR 121 billion, compared to
5 % of EU imports presented in the 2016 report.
• Companies and businesses most affected by counterfeiting and piracy continue to be primarily
based in OECD countries: the United States, France, Italy, Switzerland, Germany, Japan,
Korea and the United Kingdom.
• A growing number of companies registered in other economies are also affected by global
trade in counterfeiting and piracy: China, Brazil and Hong Kong.
• Top 3 provenance economies in terms of their propensity to export counterfeit products are:
Hong Kong, China, United Arab Emirates.
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Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
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Misuse of Small Parcels for Trade
in Counterfeit Goods, Facts and
Trends. December 2018
This study examines the potential for the misuse of small
parcels for trade in counterfeit and pirated goods. It
presents the legal and economic contexts of the operation
of express and postal services. It also looks at the available
data on volumes of small consignments, via postal and
courier streams, in the context of seizures of counterfeit and
pirated goods. Furthermore, it analyses the links between
the observed dynamics in markets for small parcels and the
available information on misuse of this service by traffickers in
counterfeit and pirated goods.
Main study findings:
• In the time period studied, nearly 63% of customs
seizures of counterfeit and pirated goods involved small parcels.
• The size of these mail or express courier shipments tends to be very small, with packages with 10
items or less accounting for the majority of all seizures.
• 84% of shipments of counterfeit footwear, 77% of fake optical, photographic and medical equipment
(mostly sunglasses), and 66% of customs seizures of information and communications technology
(ICT) devices involved postal parcels or express shipments.
• More than 63% of customs seizures of counterfeit watches, leather articles and handbags, and
jewellery involved postal parcels or express shipments. Between 2011 and 2013, 63% of the total
number of customs seizures of counterfeit and pirated goods worldwide referred to postal and
courier routes.
• According to the European Commission, 76% of fake goods intercepted in the EU in 2017 were
courier and postal small shipments.
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Trade in Counterfeit Goods
and Free Trade Zones. March 2018
While free trade zones bring real benefits for businesses and
host countries, they can facilitate trade in counterfeits due to
lax regulatory control. The report shows that the larger the
role of free trade zones in a country’s economy, the greater
the value of counterfeit in that economy’s exports. The report
analyses a unique dataset, which combines data on the
characteristics of free trade zones in more than 130 countries
with EUIPO-OECD dataset on counterfeit export intensity.
Main study findings:
•

An additional free trade zone within an economy is associated
with a 5.9% increase in the value of counterfeit exports

•

A 1% increase in the value of export from free trade zones increases the value of counterfeit exports
by 0.28%

•

A 1% increase in the number of firms operating in free trade zones increases the value of
counterfeit exports by 0.29%

•

A 1% increase in the number of employees working in free trade zones increases the value of
counterfeit exports by 0.21%

•

A 1% increase in the value of invest ments in free trade zones raises the value of counterfeit exports
by 0.17%

•

Free trade zones employ 66 million people and generate over USD 500 billion in direct trade
related value added

•

The most recent estimates put the number of FTZs worldwide at over 3 500 zones in more
than 130 economies

Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Trade in Counterfeit Pharmaceutical Products. 2020
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Mapping the real routes
of trade in fake goods. June 2017
The European Observatory on Infringements of Intellectual Property Rights
and the Organisation for Economic Co-operation and Development (OECD) are
carrying out a series of studies on the global trade in counterfeit and pirated
products, analysing the impact on the economy, and the share of international
trade affected by the phenomenon. In particular, the main goal of this study is
to assess quantitatively the value, scope and trends of trade in counterfeit and
pirated tangible products.
Trade routes in counterfeit and pirated products stretch across the globe, through
different international transit points and sometimes multiple transport methods.
The ten sectors analysed in the report represent more than half the total
estimated trade in fake goods worldwide at a value of more than EUR 208 billion
in 2013. They are: fake foodstuffs; fake pharmaceutical products; fake perfumery
and cosmetics; fake leather articles and handbags; fake clothing and fabrics; fake footwear; fake jewellery; fake electronics
and electrical equipment; fake optical, photographic and medical equipment; and fake toys, games and sports equipment.
Main study findings:
•

Smugglers of counterfeit goods are using Hong Kong, the United Arab Emirates (UAE) and Singapore as their
main global trading hubs, importing container loads of fake goods, which will then travel on by various transport
modes including post or courier services.

•

The report finds that several locations in the Middle East — including the UAE, Saudi Arabia, and Yemen — are key
transit points for sending fake goods to Africa.

Situation of counterfeiting in EU. 2017

•

GI Infringement in wine, spirits, agricultural products
& food. 2016

Additionally, four transit points — Albania, Egypt, Morocco and Ukraine — are used for introducing fakes into the
European Union, and Panama is an important transit point for counterfeit goods on their way to the United States.

•

Around three quarters of counterfeit products are transported by sea, with courier services and regular post
emerging as common ways of moving smaller counterfeit items. Shipments of less than ten items accounted for
43% of all counterfeit shipments in 2013.

•

China is the top provenance economy in nine out of ten key economic sectors analysed in the report. Several Asian
economies — such as India, Thailand, Turkey, Malaysia, Pakistan, and Viet Nam — are important producers in many
sectors, although their role is far less significant than China’s. In addition, Turkey appears to be an important producer
of fake goods in certain sectors — such as leather goods, foodstuffs and cosmetics — which are then sent to the EU.

Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017

Trade in counterfeit & pirated goods. 2016
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Situation Report on Counterfeiting
and Piracy in the European Union.
June 2017
This situation report prepared by the EUIPO and Europol once again puts
the spotlight on the importance of tackling the international criminals who
are among the principle beneficiaries of IPR infringements in the European
Union. It builds upon the previous 2015 report, also jointly developed,
by tracking the evolution of counterfeiting and piracy, updating the key
conclusions and offering new insights into some of the emerging trends.
IP crime affecting the European Union continues to represent a cause for
concern. Criminal activity in this area not only causes potential harm to
the health and safety of EU citizens, but also to the environment. It also
affects legitimate economies, contributing to reduced revenues for the
affected businesses, decreased sales volume and job losses.
Main study findings:
•

IPR crimes, which were calculated to be worth up to USD 461 billion annually worldwide, now taint nearly all types of
product and geographical areas. The impact of such criminality leads to a series of hidden knock-on effects on citizens,
businesses and governments, and limits the opportunity for legitimate IPR-intensive businesses to reinvest in research,
development and employment, which constitutes a serious threat to future growth.

•

For certain product types, some Member States (MS) seize a lower proportion of counterfeits by value than their ratio of
overall legitimate imports may indicate. This suggests that authorities fighting IPR crime at the external borders in some
regions may benefit from risk assessments of a given product group in order to target illegal imports more effectively. The
work of customs authorities to detain IPR-infringing goods at the external borders continues to be very important, even
though they are only able to stop a relatively low proportion of the total counterfeit imports arriving in the EU annually.

•

China remains the key country of provenance for counterfeit goods, and Hong Kong acts as a transit point for
goods originally manufactured in China, but other countries also have specific trading characteristics.

•

Free trade zones (FTZ) continue to be associated with a number of IPR crimes, and harmonised enforcement
standards are still required in certain geographical areas.

•

Counterfeit goods are increasingly distributed via online marketplaces. Products sold on the internet are usually
distributed in small parcels via postal and express freight services, often directly to customers, and the growing
role of technologies in IPR crime has been noted.

Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Report on the EU Enforcement of intellectual
property rights: overall results of detentions 2019.
June 2021
Misuse of Containerized Maritime Shipping in the
Global Trade of Counterfeits. February 2021
Report on the EU internal market enforcement of
Intellectual Property Rights: results of detentions in
EU member States 2019. December 2020
Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019
Trends in Trade in Counterfeit and Pirated Goods. 2019

In the EU, Geographical Indications (GIs) for wine, spirits,
agricultural products and foodstuffs are protected as sui generis
intellectual property rights that certify that certain products
possess particular qualities, characteristics or a reputation
essentially attributable to their geographical origin and method
of production.
The main objective of this study is to assess the size and value
of the EU GI market for wine, spirits, agricultural products and
foodstuffs, as well as to analyse the proportion of products
that infringe GIs protected in the EU as sui generis intellectual
property rights. The associated impact of these infringements on
EU consumers is also estimated.

Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018

Main study findings:

Trade in counterfeit goods & free trade zones. 2018

•

The value of GI-infringing products in the EU was approximately €4.3 billion in 2014, which is approximately
9% of the EU GI product market.

•

Consumer loss, defined as the price premium unjustly paid by consumers in the belief that they are
buying a genuine GI product, is estimated at up to €2.3 billion, representing approximately 4.8% of total
GI product purchases.

•

Nearly 32% of EU GI products are sold in France and more than 20% of EU GI products are exported to
third countries.

•

Consumption activity depends on GI “culture” and attachment to regional products in different countries.

Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural
products & food. 2016
Trade in counterfeit & pirated goods. 2016
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Trade in counterfeit and pirated
goods. Mapping the economic
impact. April 2016
The European Observatory on Infringements of Intellectual
Property Rights and the Organisation for Economic Cooperation
and Development (OECD) carried out a study on global trade in
counterfeit and pirated products, analysing the impact on the
economy, and the share of international trade affected by the
phenomenon. In particular, the main goal of this study was to
assess quantitatively the value, scope and trends of trade in
counterfeit and pirated tangible products.

Trade in Counterfeit Pharmaceutical Products. 2020
IP Crime And Its Link To Other Serious Crimes - Focus
On Poly-Criminality – IP Crime Case Book. 2020
Intellectual Property Crime Threat Assessment
Study. 2019

Main study findings:
•

In 2013, international trade in counterfeit and pirated products represented up to 2.5% of world trade,
up to €338 billion.

•

In the EU, these products amount to 5% of all EU imports, worth up to €85 billion.

•

Increasing use of small shipments by counterfeiters was detected due to the rise of e-commerce and
also as a way to reduce the risk and financial consequences of detection.

Trends in Trade in Counterfeit and Pirated Goods. 2019
Misuse of Small Parcels for Trade in Counterfeit
Goods, Facts and Trends. 2018
Trade in counterfeit goods & free trade zones. 2018
Mapping the real routes of trade in fake goods. 2017
Situation of counterfeiting in EU. 2017
GI Infringement in wine, spirits, agricultural products
& food. 2016
Trade in counterfeit & pirated goods. 2016
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Domain name discussion paper. March 2021

Other Studies
Find a selection of our reports and discussion papers on
the different legal aspects of IPR protection, enforcement
and best practices.

Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018
Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016

More Observatory Publications
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Anti-Counterfeiting Technology Guide. 2021
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Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018
Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016

More Observatory Publications

Domain name discussion paper.
March 2021
The domain name system is indispensable to the functioning of the
internet, with the number of domain names now exceeding 375
million globally. Domain names also play a central role in a number
DOMAIN NAMES – DISCUSSION PAPER
of IP-infringing online business models that have damaging effects
Challenges and good practices from
on consumers, IP owners and the entire domain name ecosystem.
registrars and registries to prevent the misuse
But what are the good practices that undermine this form of domain
of domain names for IP infringement activities
name abuse, and what is their potential to be extended or replicated?
With a view to address these questions, this discussion paper
describes the life cycle of domain names and the respective roles
of registrars and registries. It explores the good practices that some
registrars and registries are developing at the different stages of
this life cycle, which can contribute to prevent the misuse of domain
names in IP-infringing activities. Finally, it looks into the opportunities
and challenges to extend or replicate each of the good practices
March 2021
identified, taking into consideration that registrars and registries of all
sizes have different economic and technical resources. This paper will
hopefully contribute to the discussions on ways to undermine the abuse of domain names in IP-infringing activities.
Main study findings:
• The discussion paper examines the good practices that can help prevent the misuse of domain names for IPinfringing activities.
•

Three stages of a domain lifecycle can be distinguished: pre-registration, registration and post-registration and
in each stage, there are specific good practices undertaken by the registrars and registries.

•

In the pre-registration phase, a number of registries list IPR’s infringements in terms and conditions, some
registries prohibit or limit the use of proxy services and some alerts and rights protection mechanisms have been
developed for trade mark owners to be informed when a domain name identical to their trade mark is registered.

•

In the registration phase, some registries have put in place systems to verify the identity of the registrant and have
developed systems to automatically detect abusive domain registration applications and suspend them.

•

In post-registration phase, the measures include manual or automated checks to detect fake or incorrect
information, notice and takedown procedures and ‘trusted notifiers’ systems.

•

Other steps include cooperation with IP owners and enforcement authorities to share intelligence and limit IPinfringing uses of domain names; and awareness-raising activities.
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020

Study on Dynamic Blocking
Injunctions in the European Union.
March 2021
The report provides an overview of static and dynamic blocking
injunctions available for rights holders in the EU and the Member
States studied who wish to effectively combat online piracy and
protect their rights. The remedies available include websiteblocking injunctions effected through Domain Name System
(DNS) blocking, Internet Protocol (IP) address blocking, or Uniform
Resource Locator (URL) filtering and can be an effective means
of preventing the continuation of IPR infringement. The report
has been prepared by the EUIPO in cooperation with the Centre
for International Intellectual Property Studies (CEIPI) (main
authors: Giancarlo Frosio, Oleksandr Bulayenko), University of
Strasbourg, as well as in collaboration with the Observatory´s Legal
expert group.

STUDY ON DYNAMIC BLOCKING INJUNCTIONS
IN THE EUROPEAN UNION
IPR ENFORCEMENT
CASE-LAW COLLECTION

Study on legislative measures related to online IPR
infringements. 2018

Main study findings:

Test Case, Legal Online Offers of Film. 2018

•

Requirements for obtaining a blocking injunction differ in the SMS. However, there are still some common
general requirements and procedural rules that apply in most SMS, including the need to demonstrate
the rights holder’s status and ownership of rights, evidence of alleged infringement, proportionality,
appropriateness and/or reasonableness of the requested measure.

•

Dynamic blocking injunctions have been granted in most of the SMS, including Denmark, France, Ireland,
Italy, the Netherlands, Spain, Sweden and the UK.

•

With regard to the scope of dynamic blocking injunctions, the subject matter, targeted intermediaries,
targeted websites, temporal and territorial scope vary to different extents in the SMS.

•

The implementation of blocking injunctions mainly focuses on technical solutions and the implementation
costs.

•

Static and dynamic blocking case-law shows multiple instances of legal entanglement among national
courts of different SMS.

Voluntary collaboration practices for online
infringements. 2016
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Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
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International Judicial Cooperation
in Intellectual Property
Cases - Study on Legislative
Measures Related to Online IPR
Infringements Phase 2. March 2021

INTERNATIONAL JUDICIAL COOPERATION IN
INTELLECTUAL PROPERTY CASES
STUDY ON LEGISLATIVE MEASURES RELATED TO ONLINE
INTELLECTUAL PROPERTY INFRINGEMENTS – PHASE 2

The report takes an in-depth look at the legislative measures
Report
available for judicial cooperation in civil, administrative and
criminal cases of IP infringement and presents a number
of examples of successful applications of the legislative
measures. The aim is to provide a practical, problemoriented description of the legal measures available for
judicial cooperation within the EU and internationally for the
benefit of right holders, law enforcement agencies, judiciary
and policy makers. The background to the study is the rapid
evolvement of the online environment in which IP infringers are using anonymity technologies,
the Darknet and the borderless nature of the internet to avoid detection, enforcement action and
sanctioning. Therefore, combating online IP infringement increasingly requires cooperation and an
exchange of expertise, information and evidence among judiciary, regulators and agencies.
March 2021

26 November 2018

Go to main study findings →
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Main study findings:

IP Infringement

• Two of the most efficient forms of international cooperation are (1) informal cooperation between
investigators and prosecutors from different countries and (2) voluntary cooperation by internet
intermediaries (e.g. service providers).

Other studies

• When neither is available, then the next most efficient step is to do as much as possible with (or
within) a single jurisdiction.

Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018

• When an online IP infringement case (civil or criminal) cannot proceed in a single jurisdiction, then
formal international judicial cooperation would be necessary.
• The study found that a great variety and number of tools are available in the EU and at the
international level to facilitate international cooperation, such as: two Hague Conventions of 1965
and 1970, or the MLA Convention of 2000, Regulation (EU) 2018/1805 on the mutual recognition of
freezing orders and confiscation orders, MEDICIRIME Convention, the WHO Protocol to Eliminate
Illicit Trade in Tobacco Products or the UNTOC, the European Convention on Information on
Foreign Law (ETS No 62).
• The existence of numerous dedicated practitioners’ networks is widely recognised as extremely
important in fostering international formal and informal cooperation by allowing direct contact,
sharing of expertise and swift exchange of information.

Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020

Anti-Counterfeiting Technology
Guide. February 2021
The document is intended for all traders and business
– including small and medium-sized enterprises
(SME) – that are interested in learning more and
implementing anti-counterfeiting solutions as well as
building an anti-counterfeiting strategy. The ACT Guide
provides a comprehensive overview of the solutions
currently on the market and sets the groundwork for
users to build an all-round anti-counterfeiting strategy
based on their particular business needs. The guide is presented in five categories (electronic,
marking, chemical and physical, mechanical and technologies for digital media), and also include
information on complementary technologies and ISO standards that can be applied alongside anticounterfeiting technologies.

Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018
Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion
Paper – Phase 1 ‘Existing technologies and their
impact on IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018

Automated Content Recognition:
Discussion Paper – Phase 1 ‘Existing
technologies and their impact on
IP’. November 2020
The capacity of computers to recognise content is central to the
latest developments in digital media, e-commerce, robotics or
self-driving vehicles. This drives major innovation in the field
of automated content recognition (ACR) technologies that are
now deployed for a broad range of purposes. As a first step
to understand the impact of such technologies on intellectual
property, this discussion paper describes the functioning of
hashing, watermarking, fingerprinting or AI-based solutions, and
their uses for content recognition. It explores the advantages and
limitations of each of these technologies, as well as how they can be
combined to optimise content recognition. This first phase analysis
will be followed by a second phase focusing on use cases of ACR
technologies to support the protection or management of IP.

Test Case, Legal Online Offers of Film. 2018

Main study findings:

Voluntary collaboration practices for online
infringements. 2016

•

The discussion paper examines automated content recognition (ACR) technologies. It shows that they are
deployed for a very broad range of purposes, which go far beyond the protection or management of intellectual
property (IP) rights. These technologies are central to a number of business and security applications, and to
address major societal challenges, such as the spread of terrorist or child abuse content online.

•

ACR technologies analysed in the study are: hashing, watermarking, fingerprinting and AI-based/
enhanced content recognition.

•

This discussion paper identifies that the greatest technical challenge with the development and deployment of
ACR solutions lies in finding the right balance between their accuracy to recognise content, and robustness
to resist content alteration and the data storage and computational resources needed to implement them.

•

A phase 2 of this discussion paper will explore the development and complementary uses of ACR technologies,
with five use cases of such technologies to support the protection or management of IP.
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020

Open-Source software in the
European Union. June 2020
The report analyses how companies in the European software
sector make use of open-source software (OSS) licences. It puts
special focus on how software firms use intellectual property
rights (IPR) to protect their business models that rely on OSS
licenced software. OSS is now an integral part of software firms’
business models. By embedding OSS into their business models,
firms may get strategic benefits related to the wider dissemination
of software and a larger knowledge pool they can tap into. They
are able to profit from their OSS involvement by combining it with
other, proprietary, services and products, complementing OSS.
The report shows how informal and formal IP protection methods
help firms to convert market opportunities associated with OSS
into profitable business models.

Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020

Main study findings:

Study on legislative measures related to online IPR
infringements. 2018

•

The main contribution of the present study is an analysis of the results of a survey conducted on a
sample of 1 364 firms with seat in the EU and active in the software sector.

•

OSS has become an integral part of the business models of software firms.

•

Most firms taking part in the survey either maintained or increased their involvement in OSS development
or use.

•

By embedding OSS software into their business models, firms may get strategic benefits related to the
wider dissemination of software and a larger knowledge pool they can tap into.

•

The higher the share of revenue stemming from the sale of licences among OSS-developing firms, the
more intense use of proprietary licences is made.

•

Firms’ engagement in OSS is driven by pragmatism related to its lower cost and the strategic advantages
stemming from the decentralised process of OSS development, rather than by ideological motives.

•

OSS governance and the effectiveness of business models based on OSS rely heavily on the users’
compliance with OSS licence terms and copyright provisions.

Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and
Enforcement Tech Watch Discussion Paper. 2020

Intellectual Property Infringement
and Enforcement Tech Watch
Discussion Paper. September 2020
Tech Watch looks to the future but with a firm understanding
of the past and present and awareness of the impact of
technology in society, on businesses and in our lives. This
discussion paper prepared with support from the Impact
of Technology Expert Group of the Observatory contributes
to a more comprehensive understanding of the complexity
of emerging and disruptive technologies and considers
the impact of these technologies in the future protection,
infringement and enforcement of intellectual property.
Main study findings:
•

It contributes to a more comprehensive understanding
of the complexity of emerging and disruptive technologies and considers the impact of these
technologies in the future protection, infringement and enforcement of intellectual property.

•

The Six Technologies analysed in this discussion paper are:
»» Three material technologies: Robotics; 3D printing; Nanotech;
»» Three data processing technologies: Artificial Intelligence; Virtual, Augmented or
Enhanced Reality; Blockchain and Distributed Ledger Technology.

Study on legislative measures related to online IPR
infringements. 2018
Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016
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Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
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Study on legislative measures
related to online IPR infringements.
September 2018
Intellectual property right infringement, particularly in the
online environment, has not only been rising in volume but also
in complexity. To counter such online infringement a diverse
set of legislative measures, known either as legal instruments
applied normally in the physical world or targeted specifically in
the online environment, are available throughout the Member
States. The intention of the present study is to provide a crosssectorial view of legal remedies available for the enforcement
of intellectual property rights on the internet, which covers civil,
administrative and criminal enforcement measures. The aim is
to provide a practical, problem-oriented description of the legal
measures available for eight specific and relevant topics that
range from obtaining account information to criminal sanctions.
The study sheds light on specific legal measures and to what extent they are available in the Member
States. Furthermore, it provides an overview of the relevant legal landscape on an EU, international and
national level.
Main study findings:
•

The disclosure of information on a suspected infringer and the possibility to block access to websites
are measures commonly available in all Member States.

•

Since the EU has not harmonised national legislation on registration and administration of the country
code top-level domains (ccTLDs) of the individual Member States, the legal basis for suspension,
transfer or deletion of domain name registrations that are suspected of infringing the IPR of a third
party is subject to the national laws of each Member State and to the specific rules or user terms
that the administrator of each ccTLD has laid down.
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Domain name discussion paper. March 2021
Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020
Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
Study on legislative measures related to online IPR
infringements. 2018
Test Case, Legal Online Offers of Film. 2018

Test Case, Legal Online Offers
of Film. April 2018
This report discusses the findings of a test case conducted
between September and December 2017, to assess
consumers’ experience with accessing digital film content
via legal online sources — more specifically, via transactional
video-on-demand (‘pay per title’, henceforward TVOD)
services. The test case was commissioned by the European
Union Intellectual Property Office as part of their assignment
to monitor the development of new competitive business
models, which enlarge the legal offer of cultural and creative
content. The test case is the second in a series of two, with the
first one, conducted in 2016, investigating the access to digital
music content. To allow comparison between both test cases,
the methodology and reporting structure of this second test
case was aligned, as far as feasible, with the first one.
Main study findings:

Voluntary collaboration practices for online
infringements. 2016

• International films are the most likely to be found, more than 80% of searched films were
successfully found.

More Observatory Publications

• In the category of domestic films, six Member States performed very well, in one country the
availability was average and in three Member States was low.
• Foreign domestic films were easier to find than domestic films.
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Study on voluntary collaboration practices in
addressing online infringements of trademark
rights, design rights, copyright and rights
related to copyright. September 2016
The aim of this research, conducted in collaboration with top
academic experts, is to provide an in-depth analysis of six
voluntary collaboration practices drawn from EU Member
States and the United States of America.

Open-Source software in the European Union. 2020

These voluntary practices include codes of conduct and
practices for taking down infringing sites, as well as for
controlling advertising and the access to online payment
systems. This study casts light on the role of the parties
involved, the coexistence of the practices with legal
frameworks, the role of technology, the costs involved and
the role of educational activities.

Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020

Main study findings:

International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021
Automated Content Recognition: Discussion Paper
– Phase 1 ‘Existing technologies and their impact on
IP’. 2020

Study on legislative measures related to online IPR
infringements. 2018

•

Research underlines that, in the effort to prevent online IPR infringements, fundamental rights,
privacy rights and data protection need to be respected by any voluntary collaboration practice
created.

•

Generally, the duties and procedures envisaged by the VCPs examined do not raise problems
with regard to the legal frameworks concerned.

•

The practices examined show various differences, depending on their origin, IP rights concerned,
structure, territorial limit, educational activities and technologies used; however, the practices
also show several common features, namely their voluntary nature and implemented measures
aimed to prohibit or detect IP infringements.

•

There is little factual data about the effectiveness of the VCPs as it is sometimes not measured.

Test Case, Legal Online Offers of Film. 2018
Voluntary collaboration practices for online
infringements. 2016
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Additional Observatory publications, as well as our
latest comprehensive studies, can be found on the
Observatory’s website.

Study on Dynamic Blocking Injunctions in the
European Union. March 2021
International Judicial Cooperation in Intellectual
Property Cases - Study on Legislative Measures
Related to Online IPR Infringements Phase 2.
March 2021
Anti-Counterfeiting Technology Guide. 2021

Link to publications:
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Open-Source software in the European Union. 2020
Intellectual Property Infringement and Enforcement
Tech Watch Discussion Paper. 2020
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