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The Series So Far 
 
The Provider 

• Deloitte Advisory S.L. supported by 

• An Attorney-at-Law specialising in 

internet cases, a panellist in WIPO 

UDRP  

• An IT Forensic expert, previously 

working for a cybercrime police unit 

• Published 12 July 2016 

 

         
 







Open Internet Marketing Misusing IPR in Domain Name or Digital Identifier 

Open Internet Marketing Without Misusing IPR in Domain Name or Digital Identifier 

Darknet Hidden Services 

Phishing, Malware Dissemination and Fraud 

Digital Content Sharing on Open Internet 
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Case Study no. 5 in Phase 1 Report 
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Danish Dispute Board for Domain Names,  

Case 2015-0093, Decision of 15 September 2015  



Case Study no. 5 in Phase 1 Report 
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Objective of Phase 2 
 

Phase 2 Background and Methodology  

• The Danish study indicated that the same activity most 

likely was also happening in other countries 

• Research 4 EU MS’s with large e-commerce sectors 

• Look for commonalities and affiliation 

• For case studies apply the Phase 1 methodology: Matrix and 

Canvas         
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The Provider 

• Deloitte Advisory S.L. supported by 

• A Danish Cybercrime expert 

• An IT Forensic expert, previously 

working for a cybercrime police unit 

• Published 24 October 2017 
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.de 

16 million domains 

.es 

1.8 million domains 

.se 

1.4 million domains 

.uk 

10.6 million domains 
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• Detection of e-shops susceptible of trade mark 

infringement 

• Analysis of  

 - utilisation of previously used domain names 

 - affiliation 

 - resilience against enforcement measures  



Report p 17-18 

Phase 2 Methodology 
 



• Gather information about registered 

domain names in each ccTLD 

• Determine which domain names were 

actively connected to a website 

• Determine if the website was an e-shop 

• If yes: Gather metadata, HTML 

elements, source code and other 

technical information 

 

         
 



• Website information passed through a 

set of technical modules  

• Detection of e-shop infrastructure and 

specific source code characteristic of e-

shops suspected of marketing of trade 

mark infringing goods:                

Unusual price tags, massive discount, 

lack of proper company information and 

recurring website structure 

• A proprietary algorithm calculated a 

score determining if the website could 

be suspected 



• Collection and generation of 

documentation for each e-shop 

• Collection of information about possible 

previous use of domain name 

• Development of 40 in-depth case 

studies 

• Securing anonymisation of findings in 

the research report 

• Finalising research report 
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10 categories of previous use of domain names was defined  
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Main Product Category 
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Mainly Affected Brand 
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E-commerce Software Used  
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Only Sweden and UK 
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Conclusions 
 

 • The business model detected in Denmark is also used to market 

goods to consumers in Sweden, Germany, UK and Spain 

• It is probably used in even more EU MS’s, but that has not been 

researched 

• The e-shops initially appear unrelated 

• However various commonalities have been detected 

• The commonalities indicate a single or very few commercial 

operators behind the activity  

Conclusions 



Sales and logistics 

facilities 

A single or very few 

commercial operators 

Domain Names 

- No prior use 

(25%) 

- Prior use 

(75%) 
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