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Beware of misleading invoices:
smart against scammers!

Krisztian TOTH, Legal Department, EUIPO
Stephane ROBINOT, EUROPOL
24 May 2022
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What is a misleading invoice?

Seemingly realistic letter that demands payment from IP system users:
O for or
[ to obtain or maintain ‘registrations’ in
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When can you be targeted by a scammer?

O All along the trade mark / design



e ————
R EUVIPO ~ EURTPOL

When can you be targeted by a scammer?

O All along the trade mark / design application and registration process and
before renewal

d need to be strongly considered
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Key things to keep in mind

O The EUIPO to users
even if your filing number is on the invoice, it does not come from us
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Key things to keep in mind

O The EUIPO never sends invoices or payment requests to users
== even if your filing number is on the invoice, it does not come from us

a
different amounts and bank accounts in a letter are suspicious
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Key things to keep in mind

O The EUIPO never sends invoices or payment requests to users
== even if your filing number is on the invoice, it does not come from us

O Check the EUIPOQ fee structure, payment methods and bank accounts
== different amounts and bank accounts in a letter are suspicious

d and ask yourself if it is useful for you
pay attention to references to private registration, unsolicited monitoring

or renewal
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What are the warning signs of a misleading invoice?

|PRQ INTELLECTUAL PROPERTY R_E::ET:;IX::;::& _?]l;;
REGISTRATION OFFICE REMINDER
IMPORTANT
PAYMENT PENDING

Date: 2707.2021
Rreference-Number: [N
contract: I

REPRODUCTION OF YOUR COMMUNITY TRADE MARK

Application Filing Date Application Filing Number Date of Publication
08/07/2021 | ] 26/07/2021
AMOUNT DUE: EUR 2255,90
Item i of your registration Currency Amount
001 |Registration fes EUR 2255,90
002 |Service charge EUR 0,00
003 |Value Added Tax EUR 0,00
004 |APPLICATION FILING AND REGISTRATION TOTALFEE | EUR 2255,90

PAYMENT DETAILS: STATUS: PAYMENT PENDING
Beneficiary:  IPRO-OFFICE KFT. Please pay WITHIN 8 DAYS using bank
Bank: KBH BANK deails listed

IBAN: HU 70 1040 0559 5052 6967 7690 1012

SWIFT/BIC:  OKHBHUKBXXX Always _mmywrmnnnc.
rernumcer: [N nuriber;

STATUS: PAYMENT PENDING - AMOUNT DUE: EUR 2255,90

Daar MadsmSir,
s iastia et of vour Camesiny Trdo Wad, Aqplction i e, ol Flng Jomser i f Bl Yo )
oratacicn on the teri

onbar Stes o e Erenesa UNOR. W 60 e o cur Gereral i
Ubleation O 3 GATITEN 7T, | T 5o o AV, e i

e o obigton 1 pay this omit, s 7ou sccept s cfar. The contrac perod stacs. Eruy s vl
o e fontackwil b puccimabicaly renewee I Yl e ac-
resses: Fumpesn DFfce/lnenascnal Ofice; FPRO-nislectus Froperty Regstiatir e gama s i bt L6 1103 e gt

Data publication from EUIPO - EUROPEAN UNION INTELLECTUAL PROPERTY OFFICE
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What are the warning signs of a misleading invoice?
Check the name and logo ~ =—| BRuemaia” B

IMPORTANT
PAYMENT PENDING

Date: 2707.2021
Rreference-Number: [N
contract: I

REPRODUCTION OF YOUR COMMUNITY TRADE MARK

Application Filing Date Application Filing Number Date of Publication
08/07/2021 | ] 26/07/2021
AMOUNT DUE: EUR 2255,90
Item i of your registration Currency Amount
001 |Registration fes EUR 2255,90
002 |Service charge EUR 0,00
003 |Value Added Tax EUR 0,00
004 |APPLICATION FILING AND REGISTRATION TOTALFEE | EUR 2255,90

PAYMENT DETAILS: STATUS: PAYMENT PENDING
Beneficiary:  IPRO-OFFICE KFT. Please pay WITHIN 8 DAYS using bank
Bank: KBH BANK deails listed

IBAN: HU 70 1040 0559 5052 6967 7690 1012

SWIFT/BIC:  OKHBHUKBXXX Always _mmywrmnnnc.
rernumcer: [N nuriber;

STATUS: PAYMENT PENDING - AMOUNT DUE: EUR 2255,90

Daar MadsmSir,
s iastia et of vour Camesiny Trdo Wad, Aqplction i e, ol Flng Jomser i f Bl Yo )
oratacicn on the teri

onbar Stes o e Erenesa UNOR. W 60 e o cur Gereral i
Ubleation O 3 GATITEN 7T, | T 5o o AV, e i

e o obigton 1 pay this omit, s 7ou sccept s cfar. The contrac perod stacs. Eruy s vl
o e fontackwil b puccimabicaly renewee I Yl e ac-
resses: Fumpesn DFfce/lnenascnal Ofice; FPRO-nislectus Froperty Regstiatir e gama s i bt L6 1103 e gt

Data publication from EUIPO - EUROPEAN UNION INTELLECTUAL PROPERTY OFFICE
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Check the name and logo ~ —

IPRO

INTELLECTUAL PROPERTY
REGISTRATION OFFICE

REGISTRATION COMMUN

G« Reminder ?

Is it really important?

Payment pending?

IMPORTANT

PAYMENT PENDING
Date: 27.07.2021

Rreference-Number: [N

Contract I

REPRODUCTION OF YOUR COMMUNITY TRADE MARK

Application Filing Date Application Filing Number
08/07/2021 |

Date of Publication
26/07/2021

AMOUNT DUE: EUR 2255,90

Item

of your registration

Currency

Amount

001

002
003

Registration fee
Service charge
Value Added Tax

EUR
EUR
EUR

2255,90
0,00
0,00

004

APPLICATION FILING AND REGISTRATION TOTAL FEE

Bank:

SWIFT/BIC:
Ref-number;

EUR

2255,90

PAYMENT DETAILS: STATUS: PAYMENT PENDING
Beneficiary:  IPRO-OFFICE KFT. Please pay WITHIN 8 DAYS using bank

KBH BANK details listed
HU 70 1040 0559 5052 6987 7890 1012

OKHBHUHBXXX Always quote your reference
[Eem number SR

STATUS: PAYMENT PENDING - AMOUNT DUE: EUR 2255,90

Daar Madsmsir,

s s th ot oo Camenky T Mol Aplcaton i o, Acccatfon FAng Nunberar Dte of Pt o canoty

Vembar Sty e

on the teritaey of
ol

Eurcnes U it

SAtn ulntf!nﬂcalrmtnmwmd! are rmlv'a'mamlsnna ptond 4 et Ty, TSSO Gl Tl 1 e
period.

ncdar o abigation to
e omimk wl e ecmascaly e

i ol The

our payment e

en v, oy s vad

et

e A ol O IROoi8 gty egetatr, O Gouknerd 81 i bmsi 11100 B S

Data publication from EUIPO - EUROPEAN UNION INTELLECTUAL PROPERTY OFFICE
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REGISTRATION COMMUNIT!

[PRQ INTELLECTUAL PROPERTY g g Awucnnu; . ?
_—====== REGISTRATION OFFICE R En | f— Re m I n d e r
H

Check the name and logo ~ —

Is it really important?

Rreference-Number: [N

IMPORTANT

PAYMENT PENDING

Date: 27.07.2021

Payment pending?

Contract I

REPRODUCTION OF YOUR COMMUNITY TRADE MARK

Where is the
VAT?

Application Filing Date Application Filing Number Date of Publication
08/07/2021 | ] 26/07/2021
AMOUNT DUE: EUR 2255,90
Item i of your registration Currency Amount
001 |Registration fes EUR 2255,90
002 |Service charge EUR 0,00
003 |Value Added Tax EUR 0,00
004 |APPLICATION FILING AND REGISTRATION TOTALFEE | EUR 2255,90

) STATUS: PAYMENT PENDING
Beneficiary:  IPRO-OFFICE KFT. Please pay WITHIN 8 DAYS using bank
Bank: KBH BANK deails listed
TBAN: HU 70 1040 0559 5052 6987 7890 1012
SWIFT/BIC:  OKHBHUHBXXX Always Wﬂnnc.
Ref-number; number:|

More red fonts

N Urgency

STATUS: PAYMENT PENDING - AMOUNT DUE: EUR 2255,90

Daar Madsmsir,

abave s s epredtion of e Camessriy Trads Mast, Appilcation Fiig Data, Applicatfor Fing Number ard Déte of Pulation, Your Comniuniy

rtellechual b lagal prataciicn on the feriticy of the
ol

Trace Mark

Paryber Sintes of e Eurcncan Unon. W 350 refer 10 our Gererat ditiors an

ks e tha ofie i Communily Trade Mark rulication and i ot UDIGIUON Gf § CONEITATENt ENUIT. | NS ISTIOL o Kyalis Tls b a1y T Tt see

ndr oo abigation o vt ths cfar The tortract period stars, when 10t DayMent s Eeen reCEne. STy 1 vl
e T contract will be mufcmatically reneeed, If You 3 i pricr o b Qe

resses: £umpsan Dfcallntzmazcnal Ofica; IARO-nielectualProperty Regstsation Dffce-Boukerd di Jardin Bokasique L0 - 1000 Bruxaliez Gaiglum.

Data publication from EUIPO - EUROPEAN UNION INTELLECTUAL PROPERTY OFFICE
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Is it really important?

Rreference-Number: [N

IMPORTANT

PAYMENT PENDING

Date: 27.07.2021

Contract I

REPRODUCTION OF YOUR COMMUNITY TRADE MARK

Payment pending?

Where is the
VAT?

‘Application Filing Date Application Filing Number Date of Publication
08/07/2021 | ] 26/07/2021
AMOUNT DUE: EUR 2255,90
Item i of your registration Currency Amount
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002 |Service charge
003 |Value Added Tax EUR 0,00
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Beneficiary:  IPRO-OFFICE KFT. Please pay WITHIN & DAYS using bank
Bank: KBH BANK deails listed
IBAN HU 70 1040 0559 5052 6967 7890 1012
SWIFT/BIC:  OKHBHUHBXXX Always wﬂﬁnﬂ
Ref-number; number:|

More red fonts

N Urgency

STATUS: PAYMENT PENDING - AMOUNT DUE: EUR 2255,90

Daar Madsmsir,
abave s s epredtion of e Camessriy Trads Mast, Appilcation Fiig Data, Applicatfor Fing Number ard Déte of Pulation, Your Comniuniy
rtellechual b lagal prataciicn on the feriticy of the

Trace Mark

Paryber Sintes of e Eurcncan Unon. W 350 refer 10 our Gererat ditiors an

ks e tha ofie i Communily Trade Mark rulication and i ot UDIGIUON Gf § CONEITATENt ENUIT. | NS ISTIOL o Kyalis Tls b a1y T Tt see

ncer o abigaton to o 1u accept this car. The contract perod Siars, when YOUr D/MENt s FeeR reCenved. STy 1< vald
e T contract will be mufcmatically reneeed, If You 3 i pricr o b Qe

resses: £umpsan Dfcallntzmazcnal Ofica; IARO-nielectualProperty Regstsation Dffce-Boukerd di Jardin Bokasique L0 - 1000 Bruxaliez Gaiglum.

Data publication from EUIPO - EUROPEAN UNION INTELLECTUAL PROPERTVOFFICE\ E U | P O?
.
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What are the warning signs of a misleading invoice?

Check the name and logo

Is it really important?

Payment pending?

Where is the

VAT?

The most important thing is
in the small print

—

-7

REGISTRATION COMMUNIT!

[PRQ INTELLECTUAL PROPERTY g g Awucnnu; . ?
_—====== REGISTRATION OFFICE R En | f— Re m I n d e r
H
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IMPORTANT

PAYMENT PENDING

Date: 27.07.2021
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003 |Value Added Tax EUR 0,00
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O Internal procedure to validate a wire transfer
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Which are the possible safeguards?

O Internal procedure to validate a wire transfer
O Information sharing between accountancy and legal unit

O Training / awareness raising

a to avoid phishing emails / emails with
misspellings in the domain name ("typosquatting’)
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Which are the possible safeguards?

O Internal procedure to validate a wire transfer

U Information sharing between accountancy and legal unit

O Training / awareness raising

O Technical measure to avoid phishing emails / emails with
misspellings in the domain name ("typosquatting”)

a - a secure channel through which you can pay
and receive notifications from the EUIPO

R as
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3 What to clo if you spot a misleading invoice?
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What to do if you spot a potential misleading invoice?

o Contact your
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What to do if you spot a potential misleading invoice?

a

W]

Contact your legal adviser

Check out the EUIPO and the searchable
database of samples on our website at: EI_?"EI
https://euipo.europa.eu/misleading-invoices L 'i
s
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What to do if you spot a potential misleading invoice?

o Contact your legal adviser

a Check out the EUIPO misleading invoices webpage and the searchable
database of samples on our website at:

https://euipo.europa.eu/misleading-invoices E%&“.:ﬁ
a Check other T
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What to do if you spot a potential misleading invoice?

o Contact your legal adviser

o Check out the EUIPO misleading invoices webpage and the searchable
database of samples on our website at:

https://euipo.europa.eu/misleading-invoices
a Check other open sources on the internet

o Ifyou a misleading invoice, to alert them and to
obtain information on your possibilities to get refund



https://euipo.europa.eu/misleading-invoices

EUVIP

Contact your legal adviser
Check out the EUIPO misleading invoices webpage and the searchable

database of samples on our website at: E_l{l}-'El
https://euipo.europa.eu/misleading-invoices ﬁ;ﬂ F’-I'i
Check other open sources on the internet =]

If you paid a misleading invoice, contact your bank to alert them and to
obtain information on your possibilities to get refund

if you consider you
were fraudulently led into payment

= EURTPOL

R as
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Contact your legal adviser
Check out the EUIPO misleading invoices webpage and the searchable

database of samples on our website at: Of 0
https://euipo.europa.eu/misleading-invoices : 'i
Check other open sources on the internet [=] =

If you paid a misleading invoice, contact your bank to alert them and to
obtain information on your possibilities to get refund

Report the case to local law enforcement authorities if you consider you
were fraudulently led into payment

to: information@euipo.europa.eu

TR re
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EUIPO misleading invoices page — how to
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Designs = Law&practice = Learning  About EUIPO ~

Trade marks basics
5 Trade mark definition
» Trade marks examples

» Trade marksin the Europsan
Union

5 What can be an EU rede mark

R

PO

IWTELLECTUAL PROPERTY GEFICE

Design basics
Design definition
Designs in the Europesn
Unicn
Vinat can be a registered
Community design

Route to registration
» Checkiist

» Search availabifity

» Goods and servicss

» Oanership

» Fees and payments

» Apply now

, Registration process

Home  Trade marks ~
Route to registration
Checkist
Search svailabiiity
The design and its productis)
Ownership
Fees and payments
Apply now

Registration process

Home
Trade marks once

registered
, Strategy
» Looking afier your fights

Registar your rademark
Fast and easy

3 Manage
» Misleading invoices

~fost
~fost

Request a recordal

Apply for a trade mark
Apply for a design

Ideas Powered for business

Online services

21 MAR Digital horizons: The EUIPO's new digital
services to help customers on their IP journey

21 MAR Publication of Boards of Appeal case-law
research reports

17 MAR And the winners of the anti-counterfeiting
Blockathon event are...

17 mar Dangerous fakes are increasingly sold online,

Logi new OECD-EUIPO report finds
JE— Search te Search | More news
1 lincoming Fuant<

Law B pracice = Learning  About EUIPO ~

Designs once registered

i i wosmi (]
Register your design

Disputes Fast and easy
Strategy

Laking sfter your ights Apply online
Mansge

» Misleading invoices

Trade marks ~

O Misleading invoiées: check before you pay

Get EU Funds

signup  Login

esearch plus Sear Search

Designs ~  Law&practice ~  Learning  About EUIPO ~

eSearch plus - frade marks, designs, owners, represertatives ond buetins
eSearch Case Law - e and nationat case fow
TMView - Troce marks in the European Union and beyond

DesignView - pasigns inthe European Uinion and beyond &

Glview - Geogrophical indications in the European Union and beyond (5

What about you

Listening to you

R EVPO

Traineeships
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What does the EUIPO misleading invoices page offer?

L More than 300 suspicious invoice samples reported by users
O Further useful information for users
O New: Europol situation report on misleading invoice fraud

Do not miss it!

More than 50 000 user visits a year
More than 50 000 pdf downloads by users a year
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Follow EUIPO warnings in the social media

EUIPO - European Union Intellectual Property Office L2 2
7 res

European Union Intellectual Property Office &

R geuiro

Have you ever received this invoice or a similar one? It is a scam.

The EUIPQ never sends demands for payment of money to users. If you receive
one, it does NOT come from us.

Learn more about misleading invoices: https://Inkd.infeA-MvYx

European Union Intellectual Property Office &
@EU_IPO

Have you ever received an invoice featuring EUIPO's
logo and letterhead?

R
Ver traduccién
Keep an eye out for misleading invoices! Do not pay X
Don't pay! It's NOT from us. It could be scam and you == until you double check.

R EVIPO :
et i should report it

You can get in touch with us §g3¢¢ if needed.
Information and examples here: ow.ly/SUjV50DvzUh

in

Find out more about misleading invoices -
circulation: ow.ly/img30q7glU

R EVIPO

EUROPEAN UNION
INTELLECTUAL PROPERTY OFFI

l LEGAL PROTECTION

CONFIOENTIAS APPLICATION REFERENCE, 1f ANY (COMBARE WITH TOUR APPICATION. 85 3103

PAYMENT REMINDER LETTER BEFORE DUE DATE

0t oy o /2021y have o o he g Union ool Propery O (RO for o
A —

Nemefiry (UIPO Lision Offce for Tracemark Ragsiration, Reprwsseiatve Ofice of the Turopain

{BAN: PL32 1600 1417 1862 $760 8000 0001
BC/SWIET: SPABBIE

6:01 PM - Feb 9, 2021 - Twitter Media Studio

Opusty Eneiutive Dieectar of he FLIPD Trademark Name

Fthes document i e eectronicaty

3:25 PM - Mar 12, 2021 - Twitter Media Studio
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What else does the EUIPO do to help users?

d against the activities of scammers:
interaction with users, IT measures, legal actions, notifying banks
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What else does the EUIPO do to help users?

O Multi-pronged policy against the activities of scammers:
== interaction with users, IT measures, legal actions, notifying banks

Q with National IP Offices, User Associations and
international IP offices and other stakeholders, including Europol

"Anti-Scam Network”
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What else does the EUIPO do to help users?

O Multi-pronged policy against the activities of scammers:
== interaction with users, IT measures, legal actions, notifying banks

O Engagement with National IP Offices, User Associations and
international |IP offices and other stakeholders, including Europol

=) ‘Anti-Scam Network”

a EUIPO to make a criminal complaint / sign a sworn
statement that they were misled

Law enforcement usually considers the users to be injured party, not the
EUIPO

R as
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ANY QUESTION?
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Keep in touch with EUIPO Academy
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Beware of misleading invoices:

Act smart against scammers!

2 EUVIPO

EUP{!F‘E.I:!N LIMNION
AL PFROPERTY OFFICE

MWW.eUipo.europa.eu

© @EU_IPO
® EUIPO

@ EUIPO.EU
THANKYOU



	������������������Beware of misleading invoices: �Act smart against scammers!��
	Slide Number 2
	���������What is a misleading invoice?
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	���������How to identify a misleading invoice?
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	���������What to do if you spot a misleading invoice?
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43

