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1. What is a misleading invoice

2. The Anti-Scam Policy of the European Union
Intellectual Property Office (‘EUIPO’)

3. Practical tips for users
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Part A — Definition and examples of misleading invoices

Definition:

A misleading invoice is an unsolicited letter sent to the applicant
or the owner of a European Union Trade Mark (EUTM) or
Registered Community Design (RCD) by a private business entity,
in which the sender:

* misrepresents itself or its service as being associated with the
EUIPO or another official body and

e demands payment of a certain amount of money in
consideration for services related to the said rights.
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Part A — Definition and examples of misleading invoices

Impact:
The business activity of sending out misleading invoices (also
called ‘scamming’) is a form of parasitism, which:

* is based upon fraud, namely the intended deception of the
addressee of the invoice regarding the implied association of
the scammer or the offered service with the EUIPO;

e causes financial loss to the addressee (if he/she is actually
misled and pays) and, in some cases, may also lead to the loss
of legal rights; and

* jisof an international scale, may affect users around the world.
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Part A — Definition and examples of misleading invoices

Misleading patterns:

A misleading invoice may cause deception through
various methods and tricks (despite the use of
explicit disclaimers), the most common fraudulent

patterns being...
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Part A — Definition and examples of misleading invoices

Main patterns:

Mimicking the ‘look and feel’ of official communication

originating from:

* the EUIPO and, particularly, imitating the official logo
of the EUIPO (previously, ‘OHIM’) or

* institutions or bodies of the European Union and,
particularly, imitating their logos, emblems or
symbols.
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Part A — Definition and examples of misleading invoices

Examples: P et o

OH Ml Office for international registration

-TRADEMARKS AND DESIGNS-
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Part A — Definition and examples of misleading invoices

Examples:

E Ul PD European Union Intellectual Property Directory

ol @ "/ OHIM-ORGANIZATION FOR HARMONIZING
* 4 * IN THE INTERN. MARKET
* Trade Marks and Designs
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Part A — Definition and examples of misleading invoices

Misleading Invoices

Examples:

R IPO

INTELLECTUAL PROPERTY OFFICE

European Trade marks and Designs

1

European Central Register
of Brands and Patents

Registro central europeo de marcas y patentes
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Examples:

European Trademark Organisation S.A.
Square de Meeus 37 - 4th Floor -

1000 B H
* x * ECTO S.A. www.e&?gsezitrademark.org
E C T6 Brussels, EU Parliament _ info@europeantrademark.org
Square de Meedis 37 .
0B }
** * ** é(;lgiummsses
x X K
*
x I | EUROPEAN PATENT AND
* * * | TRADEMARK REGISTER
*
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Part A — Definition and examples of misleading invoices

Examples: AR
o ETR by EUROPEAN TRADEMARK REGISTER
* o,
* ¥ &

ETD - EUROPEAN TRADEMARK DIRECTORY

o
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PART B:
The Anti-Scam Policy of the
European Union Intellectual Property Office
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Policy considerations:

* The phenomenon of scamming undermines the
relationship of trust between the EUIPO and
the users of EUIPQO’s services.

* The EUIPO is committed to undertake multiple
activities aimed at protecting the public / users.
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Part B — The EUIPO Anti-Scam Policy

EUIPO’s activities are currently classified under four main
categories:

EUIPO’s multi-pronged strategy

IT security Communication . Cooperation: Anti-
_ Legal actions
measures with users Scam Network
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1. Information Technology (IT) security measures

* The EUIPO implements several IT measures aimed
at detecting and preventing scamming attempts.

* IT measures include advanced monitoring and
firewall tools for detecting and blocking malicious
activity, such as ‘web scraping’ (automated
massive copying of data from EUIPO’s databases).
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2. Communication

* The EUIPO implements several actions and initiatives aimed

at raising awareness of the public regarding the phenomenon
of scamming.

Communication is primarily based on extensive information
and warnings that are available on the Office’
communications, website and on social media.

* To ensure visibility, a home page banner leads to a dedicated

anti-scam site.
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Part B — The EUIPO Anti-Scam Policy

2. Communication (EUIPO homepage)

~fast Apply for a trade mark eSearch plus - frademarks, designs, owners, representatives and bulltins - -
~fast Apply for a design eSearch Case Law - £U and notional case law a I n ‘ S I e O e
Request a recordal TMVieW - Trade marks in the European Union ond beyond &5

https://euipo.europa.eu/ohimportal/en

DesignView - pesigns in the European Union and beyond &7

TMCclass - 7he one-stop dlassification tool &'

Online services Search

Trade marks basics Design basics

Route to registration Route to registration

Trade marks once registered Designs once registered

New EU trade mark regulation DesignEuropa Awards - Apply until 15 May!

Trade marks

Designs
™ 00e0 ) ‘

i Bon't pay until you have checked th
source is'official

Dedicated entry
point to the
online hub

03 APR Alicante News March 2018

27 MAR EUIPO achieves new ISO certification after annual audit

09 APR ARIPO joins TMclass
of activities
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2. Communication (dedicated web page)

Misleading Invoices

R: EUIRO Average of 3,200 visits per month.
= e Searchable list of the senders for
JEVER— which the EUIPO has received
= = complaints by users, along with
Foymen: PDF copies of the anonymised
. Invoices reported as misleading

(more than 100 examples listed).

https://euipo.europa.eu/ohimportal/en/misle
ading-invoices
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2. Communication (social media)

- Apr6 v

Q Have you received this same invoice before? Do not pay it § Misleading invoices
contain a logo that is very similar to that of EUIPO. See more examples: ow.ly
[fybd30iYRel

« ETD 3 EUROPEAN TRADEMARK DIRECTORY

TRADEMARK REGISTRATION

REPRODUCTION OF MARK:

(0] 1E%JIPO

Have you ever come across a misleading invoice? We never send letters requesting
fees for trade mark or design registration services. Take a look at the list of
misleading invoices on our website: https://Inkd.in/dSV-jVj

. - -
i (I

27 Likes

& Like & Comment @ Share

20




R EUVIPO

EUROPEAN UNION Misleading Invoices

INTELLECTUAL PROPERTY OFFICE

Part B — The EUIPO Anti-Scam Policy

2. Communication (press and awareness raising campaigns)

Expansion ooy 9 n p— World

MERCADOS | AWORRO EMPREIAS ECONOMIA EMPRENDEDORESSEMPLEO JURDICO TECNOLOGIA OPINION | DIRECTIVOS ECONOMADIOTAL + =

RO, /e o Trademark

ESTAFA My Accot
Alerta por el envio de facturas falsas a los titulares
de marcas HOME NEWS TOPIC SECTOR REGIONS ANALYSIS INSIGHT RESEARCH TOPTM

i B | uiriea wora € CaivaBank N
« More analysis

........

1 El ‘procés’ hunde un 35% ol L”I\ Analysis 18 PR 2016
comercio textil catalin

LO MAS LEIDO @ ‘

2 El juez ordena prisiéa eludible bajo
Sanza de 150,000 euros para

orcadel e enegar d 1 DU Call for action as evidence suggests nearly 10% of targets fall
- for trademark solicitation campaigns

4 Ellbex 35 se desinfla otro 0.86% en
su sépeima caida consecusiva

5 Barcelons queda fuera de la carrera
por Ia Agencia Europea del
Medicamento, segim FT

PORV. MORENO | MADRID
Actuatzaas: 051112017 1305 hors 0 comentarios

21




R EUVIPO

NNNNNNNNNNNNN Misleading Invoices
LLLLLLLLLLLLLLLLLLLLLLLLLL

2. Communication (direct interaction with users)
Users can interact directly with the EUIPO
on any misleading invoice they receive by:

* using the contact form at

https://euipo.europa.eu/ohimportal/en/contact-us
or

* sending an email, attaching the suspicious invoice in
PDF format, to information@euipo.europa.eu

22
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3. Legal Actions

The EUIPO undertakes various types of legal action across

the European Union aimed at combating malicious
scamming practices, such as:

* lodging criminal complaints;

* supporting the national enforcement, investigative,
prosecution and judicial authorities; and

e participating in criminal litigation proceedings.
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Part B — The EUIPO Anti-Scam Policy

3. Legal Action in Sweden

The EUIPO, together with user association MARQUES, actively
supported a criminal proceeding in Sweden.

The case involved large-scale sending to owners of EUTMs of
misleading invoices under the deceptive letterhead “OMIH”.

On 20 December 2017, the Stockholm Court of Appeal handed
down the final judgment in this case. The charges for completed
gross fraud were confirmed and the main accused individuals were
sentenced to imprisonment.

EUIPO press release dated 19 January 2018 can be found here.



https://euipo.europa.eu/ohimportal/en/news?p_p_id=csnews_WAR_csnewsportlet&p_p_lifecycle=0&p_p_state=normal&p_p_mode=view&journalId=3996973&journalRelatedId=manual/
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Part B — The EUIPO Anti-Scam Policy

4. Cooperation - The Anti-Scam Network

The Anti-Scam Network gathered for the third time at the EUIPO on 19 April

2018. It represents a coordinated institutional effort to combat misleading
invoices for the benefit of all users, comprising:

* representatives from National IP Offices of the EU Member States and the
EFTA countries;

 the European Patent Office (EPO) and the World Intellectual Property
Organization (WIPO);

e the European Union Agency for Law Enforcement (EUROPOL) and
e several user associations.

In parallel, EUIPO cooperates with TM5 Offices of Korea, China, Japan & USA.

25
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PART C:
Practical tips for users
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Experience shows that:

* smaller or medium sized businesses are more likely to
be misled, due to lower degree of familiarity with
EUIPO and its official communication methods, but...

* the most common forms of fraudulent attempts can
be recognized and avoided, if each user bears in mind
a few simple practical tips...
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Part C — Practical Tips for Users

Tip No. 1 — The Office has only one acronym “EUIPO”

 The Office has the same acronym “EUIPO” in all official languages of the
European Union.

* Although the verbal name of the Office (European Union Intellectual
Property Office) is translated into all languages, the acronym EUIPO is not
translated and remains always the same.

* All official logos of the Office can be easily consulted at its official website
https://euipo.europa.eu/.

« All legitimate ways of presentation of the Office’s logo (text + image) can
be consulted at the official document titled ‘Visual Identity Guidelines’.

28
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Tip No. 1 — The Office has only one acronym “EUIPO”
— Official Logos |

R EVIPO R EVIPO R EUVIPO R

EUROPEAN UNION i AMT DER EUROPAISCHEN UNICH OFICINA DE PROPIEDAD INTELECTUAL i OFFICE DE L'UHION EUROPEENNE
INTELLECTUAL PROPERTY OFFICE H FUR GEISTIGES EIGENTLM DE LA UMION EURDPEA H POLR LA PROPRIETE INTELLECTUELLE

UFFICIO DELL'UNIONE EUROPEA : CAY #EA HA EBPONERCKMA CBI03 34 URAD EVROPSKE UNIE i : DEN EUROP.EISKE UNIONS
PER LA PROPRIETA INTELLETTUALE ! WHTENEXTYANHA COBCTBEHOCT PRO DUSEVNI WLASTNICTVI ! KONTCR FOR INTELLEXTUEL EJENDOMSRET

R EVIPO 'R EVIPO R EUIPO R EUIPO

FPAGEIC AIANOHTIKHI IAIOKTHIIAL H EURCOPA LIDU EURQOPAN UNICNIN : URED EUROPSKE UNIJE
THE EYPLINAIKHE EMCIEHE H INTELLEETUAALOMANDI AMET TEOLLISOMEUKSIEN VIRASTO H ZA INTELEKTUALND WLASNISTVOD
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Tip No. 1 — The Office has only one acronym “EUIPO”
— Official Logos Il

Hu |
EUROPEAI UNIO STELLEMI| EURDPOS SAJUNGOS EIROPAS SAVIENIBAS UFFICEIU TAL-PROPRIETAINTELLETTWALI
TAL=-UMJIOMNIEWROPEA

TULAIDOMI HIVATALA INTELEKTINES NUQSAVYBES TARNTEA INTELEKTUALA IPASUMA BIROJS

R EVIPO

OFICIUL UNIUNI EUROPENE .
PENTRLU PROPRIETATE INTELECTLUALA

R EVIPO 'R EVIPO R EVIPO

BUREALI VOOR INTELLECTUELE EIGENDOM : URZAD UNIEURDPEJSKIE] D5. INSTITUTO DA PROPRIED ADE INTELECTUA
VAN DE EUROPESE UNIE H . DA UNIAD EURDPELA

S
URAD E_URGDSI(EJ UNI_E E URAD EVROPSKE UNIJE EUROPEISKA L_.!NIONENS
PRE DUSEVNE VLASTNICTVO H ZA INTELEKTUALNO LASTHING IMMATERIALRATTSMYNDIGHET
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Part C — Practical Tips for Users

Tip No. 1 — The Office has only one acronym
“EUIPO” — Conclusions

» Any modification of the acronym “EUIPO” is
suspicious!

» Any version of EUIPO logo not complying with

the official presentation guidelines s
suspicious!
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Part C — Practical Tips for Users

Tip No. 2 — The Office never sends invoices requesting direct
payment

The EUIPO never sends to users any invoices requesting direct
payment for its services.

» An invoice sent under the name of EUIPO or confusingly

similar names in any form (original letter, email attachment,
fax transmission, etc.), requesting payment of a certain
amount to a given bank account, is suspicious!
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Part C — Practical Tips for Users

Tip No. 3 — No separate ‘registration’ fees apply for EUTMs

* The fees directly payable to the EUIPO are prescribed by the law. The full list
of fees can be easily consulted at the Office’s dedicated web pages for EUTMs
and RCDs.

e Users can easily calculate the exact total fees applicable to their own EUTM
application and RCD application using the Office’s dedicated tools:

Fee calculator

Fee calculator

3 classes or more €150
Apply online
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Part C — Practical Tips for Users

Tip No. 3 — No separate ‘registration’ fees apply for EUTMs

EUTMs are subject to a single application fee only. No
separate ‘registration’, ‘publication’ or ‘recordal’ fees apply.

» Any request for payment of a separate ‘registration’,
‘publication” or ‘recordal’ fee, in addition to the

application fee already paid to the EUIPO when filing the
EUTM application, is suspicious!




R EUVIPO

EEEEEE
EEEEEEE

NNNNNNN

Misleading Invoices
CCCCCCCCCCCCCCCCCCC

Part C — Practical Tips for Users

Tip No. 4 — Access to the Register of EUTMs and RCDs is free
The official Register of EUTMs and RCDs is:

administered by the EUIPO only;

publicly available to anyone at
https://euipo.europa.eu/eSearch/#advanced/trademarks ;

accessible by anyone free-of-charge; and

updated by the EUIPO ex officio in accordance with the
provisions of the law.
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Part C — Practical Tips for Users

Tip No. 4 — Access to the Register of EUTMs and
RCDs is free

» Invoices, sent under the name of the EUIPO or
confusingly similar names, requesting payment
for the entry in an ‘official’ or ‘private’ database
of EUTMs or RCDs or the entry in a related
‘business directory’, are suspicious!
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Part C — Practical Tips for Users

Tip No. 5 — EUIPO has only two bank accounts for direct payments

Now, the EUIPO maintains bank accounts for direct payments only
with two Spanish institutions, whose exact details can be easily
consulted at any time on the dedicated web page:

Bank accounts

To make a payment via bank transfer you will need to instruct payment to one of the
following accounts:

Bank Bank account (IBAN) Address SWIFT Code
X CaixaBank ES03 2100 2353 0107 0000 0888 Alicante CAIXESBBXXX
(Spain)

2. Santander®

ES08 0049 6659 0121 1622 4792 Alicante BSCHESMMXXX
(Spain)
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Part C — Practical Tips for Users

Tip No. 5 — EUIPO has only two bank accounts for
direct payments

» Any invoice requesting payment in the name of the
EUIPO to any financial institution other than
CaixaBank® or Santander®, or to another account in
these two banks (other than the precise IBAN
account numbers specified in the Office’s website), is
suspicious!
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Part C — Practical Tips for Users

Please keep in mind:

» If you receive a letter or invoice, please check carefully what is
being offered to you and whether its source is genuine;

» if you identify it as a potential scam attempt or if you have any
doubts, we would suggest that you:
e check with your legal advisors;

e contact the EUIPO by using the contact form at
https://euipo.europa.eu/ohimportal/en/contact-us or

* send us an email, attaching the received invoice in PDF format, to
information@euipo.europa.eu.
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Part C — Practical Tips for Users

In case you fall victim of fraud by paying a misleading
invoice, we would suggest that you:

» contact your bank to inquire about potential remedies (i.e.
reversal of the transaction);

» report the committed fraud to the competent law
enforcement authority in your country; and

» inform the EUIPO about the fraudulent incident by sending
us an email attaching the misleading invoice in PDF format
to information@euipo.europa.eu.
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Part C — Practical Tips for Users

Please remember:

Avoid
Misleading
Payment
Requests

Don't pay until you have checked
that the source is official.

EUIPO never sends invoices or
letters requesting direct payment
for services to users

41
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Any questions?
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