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RFID
RFID uses radio frequency technologies to recognise objects, animals or people remotely. It does
so through electronic tags that, at their most basic, assign a unique identity to whatever they are
attached to and transmit it via radio frequency channels. This unique identity, along with any
other data that may be stored on the device, can be picked up by readers. RFID readers can be
connected to the internet, allowing the data to be monitored in real time.

RFID tags therefore play a key role in enabling product traceability as they provide for the unique identification
of products in real-time throughout the entire supply chain. They are also reasonably versatile: they can both
authenticate and identify whole products as well as their individual parts. For these reasons, RFID technology is
suitable for use in internet of things (IOT) solutions and is widely used in anti-counterfeiting devices. One
particularly common example is in ‘smart labels’, where RFID tags are embedded into adhesive labels to make
them ‘smart’. There are several different types of RFID technology. 

However, all RFID systems consist of the same three key elements. 

Tags – these are attached to the goods and include an antenna and a microchip that contains product
data (e.g. unique identifiers or URLs of websites that contain further information). The extent to which the
solution is secure from reproduction and tampering depends on:

the communication protocol; and
the way the information stored in the tag is protected (e.g. by a code, password or encrypting
algorithm).

Readers – these are used to query the tag, receive response information and transfer it to the data
processing system. RFID readers are specific to the type of RFID tag adopted.
A data processing system – this is connected to the readers via the internet. The system uses the
identification codes from the tags to obtain and manage all the available information associated with the
objects.

The costs associated with implementing RFID systems vary according to the functions you want them to
perform and therefore the type of device used.

 

2026-08-06 03:45 Page 1 of 3

http://euipo.europa.eu/anti-counterfeiting-and-anti-piracy-technology-guide


2026-08-06 03:45 Page 2 of 3



The information contained in this site is of general informational nature and does not constitute legal, consulting
or any other professional advice or guidance. The information contained in this site is provided on an ‘as is’
basis with no guarantee of completeness, accuracy, usefulness or timeliness and without any warranties of
any kind whatsoever, express or implied, including but not limited to warranties of performance, merchantability
and fitness for a particular purpose. The use of the information is at the user’s own risk and the EUIPO does not
guarantee any specific results or outcomes based on the use of the information provided on this website.  The
search results are not presented in any order of recommendation . This website contains links to other
third-party websites. Such links, which are free and publicly available, are only for the convenience of the user
or browser; the EUIPO does not recommend, endorse, warrant, or assume liability of the content or practices of
these third-party sites. The EUIPO may update, modify, or remove any information on this website without prior
notice. It is the user’s responsibility to stay informed of any changes.
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