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Digital Watermarks

Watermarks are one of the oldest authentication techniques around and are well known for their use on
physical products, such as paper money. Now watermarks also exist in the digital world. For instance, a video
purchased on a video-on-demand (VOD) website will bear a personalised watermark containing the client’s ID,
allowing unauthorised distribution of copyrighted content to be tracked.
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Description

A digital watermark is a piece of information that is permanently embedded in a digital file, certifying its
authenticity and source. That information may be visible (for example, a television channel’s logo in the corner
of a video), or invisible (for example, an imperceptible alteration of pixels in a certain segment of a video). An
invisible digital watermark can only be decoded by a computer program or a machine.

Digital watermarks may be private (detectable only to those who have the original unmarked file or know how
to interpret the meaning of the marking), or public (detectable and clearly comprehensible, even to those who
are not familiar with the original content).

Watermarks can also be either fragile or robust depending on their resistance to alteration, that is, their ability
to withstand changes made to the data in which they are embedded. Robust watermarks will still be able to
prove or guarantee file ownership even after the content of the file has been significantly modified. Visible
watermarks are in general less robust.

Uses

Digital watermarks are primarily used in the field of multimedia content production. They are embedded in
DVDs, CDs, software, e-books, TV programmes and, increasingly, in online content of all kinds (audio, video
and image files, as well as texts and documents).

There are several different types of digital watermarks, each of which has a different specific function and
purpose.

¢ ‘Content-ID’ watermarks identify protected content by creating a unique ID that is associated to a specific
copyrighted work.

e ‘Owner-ID’" watermarks show information about the copyright holder.

e ‘User-ID’ watermarks prevent and/or track the source of unauthorised copies.
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e ‘Network-ID" watermarks trace the commercial path of the file by adding information related to the
broadcaster or distributor.

e Generic watermarks are used for more general tasks, for example, to indicate whether a file is for internal,
promotional or public use, whether it is copyrighted or free to use, whether it is complete or incomplete,
etc.

Implementation
If you want to use digital watermarks, you will need to ensure you have the processes in place to embed the

information in your digital files during production. You will also need to develop and implement a watermark
tracking database and detection method.

Cost
The more robust the watermark, the higher the cost. Moreover, assigning a unique watermark to each copy of

a given product is costlier than having one watermark for all copies. The costs involved in setting up the
watermark recognition software and maintaining the reference database, if needed, should also be considered.
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The information contained in this site is of general informational nature and does not constitute legal, consulting
or any other professional advice or guidance. The information contained in this site is provided on an ‘as is’
basis with no guarantee of completeness, accuracy, usefulness or timeliness and without any warranties of
any kind whatsoever, express or implied, including but not limited to warranties of performance, merchantability
and fitness for a particular purpose. The use of the information is at the user’s own risk and the EUIPO does not
guarantee any specific results or outcomes based on the use of the information provided on this website. The
search results are not presented in any order of recommendation . This website contains links to other
third-party websites. Such links, which are free and publicly available, are only for the convenience of the user
or browser; the EUIPO does not recommend, endorse, warrant, or assume liability of the content or practices of
these third-party sites. The EUIPO may update, modify, or remove any information on this website without prior
notice. It is the user’s responsibility to stay informed of any changes.
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