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Copy Detection Patterns
Copy detection patterns, also called secure graphics, are small, random or
pseudo-random digital images to be printed on packaging, products or
documents to detect counterfeits. The technology is based on the principle that
every time a digital image is printed or scanned – regardless of the quality of the
scan or the photocopying technology used – some of the information contained in
the original image is lost. Copy detection patterns (CDPs) are designed to
maximise this information loss when it is printed or copied. Because a counterfeit
copy detection pattern will have been copied or scanned at least once more than
the original, the resulting counterfeit image will contain less information than the
original image. Authentication is, therefore, done by an algorithm comparing the
amount of information in the scanned copy detection pattern with the original.
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Description

Copy detection patterns, also called secure graphics, are small random or pseudo-random digital images that
are designed to be sensitive to printing and copying. The images are usually generated by specific software
modules before printing. They can be scanned using a mobile phone camera or scanner, and authenticated via
a mobile phone app. Copy detection patterns can also be inserted into 2D barcodes (e.g. QR codes or data
matrices) for enhanced security, which facilitates smartphone authentication and improves traceability.

Uses

Copy detection pattern technology can be applied to documents, products and packaging.

Implementation

As the copy detection pattern integration process is essentially digital, you will not need to make any major
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changes to production or logistics operations if you want to implement this technology.

Cost

It is difficult to give a general idea of the costs associated with copy detection patterns, but they typically do
not scale up in direct proportion to the quantities of objects to be secured.
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The information contained in this site is of general informational nature and does not constitute legal, consulting
or any other professional advice or guidance. The information contained in this site is provided on an ‘as is’
basis with no guarantee of completeness, accuracy, usefulness or timeliness and without any warranties of
any kind whatsoever, express or implied, including but not limited to warranties of performance, merchantability
and fitness for a particular purpose. The use of the information is at the user’s own risk and the EUIPO does not
guarantee any specific results or outcomes based on the use of the information provided on this website.  The
search results are not presented in any order of recommendation . This website contains links to other
third-party websites. Such links, which are free and publicly available, are only for the convenience of the user
or browser; the EUIPO does not recommend, endorse, warrant, or assume liability of the content or practices of
these third-party sites. The EUIPO may update, modify, or remove any information on this website without prior
notice. It is the user’s responsibility to stay informed of any changes.
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